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Executive Summary

We live in an age of ever-increasing concern oggotism, as well as other naturally occurring
catastrophic events. Such events have led fededastate governments, policy makers and the
American public to question our preparedness asorese as individual citizens, communities
and the nation as a whole. As a democratic socieynost fear an unprecedented attack of
bioterrorism causing a contagious disease outlo&akidemic proportion. We must effectively
combat these deliberate acts of violence agaimsbeis of our democracy, which seek to force a
surrender of our basic rights and principles. Weststrive to respond in a way that fosters
resilience and comradery, rather than divisive@ssdisunity, so as to mitigate the physical and
psychological injuries and damages inflicted antheximize our recovery and survival. To do
so, we must implement policies that engage theqguaation of American citizens, as well as
communities and governments, to deliver an effeatesponse that will restore and preserve the
values and liberties we have come to know fronntiMin a free, democratic society.

“Community shielding” is a unique opportunity togage individuals, communities and
government in a unified response to future actemwbrism, in particular bioterrorism. The
concept envisions an integrated, facilitated fofrfsbeltering,” wherein individuals and groups
within a community employ a self-imposed isolationguarantine, within their natural and
familiar surroundings for a temporary period ofeinmtil a threat or danger abates. The success
of “community shielding” depends upon the developh@# partnerships between government,
business, the media and the public, creating agiated social infrastructure that facilitates a
“shelter-in-place” response by providing essenaburces to augment individual preparation

for natural or unnatural catastrophic events.

“Community shielding” allows individuals to remaimtheir homes and communities, rather
than evacuating an affected area in an attemptdm @ threat or danger. Whether a
government ordered mandatory evacuation or a speats evacuation of citizens in the
absence of instructions to leave an area, bothlygeault in a chaotic response, mass
movement of citizens on congested roadways to nmyla@d the entrapment of vulnerable
citizens suffering from illness or in need medicate. Gridlock of transportation systems in an
affected area also hampers local first responders feaching those most in need. By contrast,
“‘community shielding” fosters empowerment and resite in American citizens to remain at
home in their communities and “fight,” rather thari'flee,” delivering a strong response to
defeat the terrorist objective of disrupting andtd®ying American lives and the normal
functioning of our society.

This analysis explores several policy options feplementing “community shielding” into
emergency preparedness and response planningdoe terrorism or other natural catastrophic
events. A review of the data from three studigseting American citizens on issues of
preparedness for a future terrorist attack or otineergency provides instructive insight as to the
optimal means for fostering awareness of and suppotcommunity shielding.”

Four years after September 11, 2001 (9-11), a myamirAmericans are still “very or somewhat
concerned” about a major terrorist attack near th@me or workplace that will significantly
affect them and their families. They are most eoned about bioterrorism and second most



concerned about terrorism with a chemical weapdmajority of American citizens have also
taken steps to prepare for a future terrorist kttamther emergency (i.e. stored food and water,
assembled first aid and emergency preparednesakigsged for a family meeting place). Most
are willing and able to “shelter-in-place” at howreat work for a period of time following an
emergency, or as specifically requested by govemimepublic health officials following an
infectious disease outbreak or dirty bomb explogmoor near their community. “Shelter-in-
place” in the context of these survey results restlistinguished from the wider, more
integrated form of “shelter-in-place” contemplatgd‘community shielding,” the success of
which will be facilitated by the distribution of cessities via community and government
resources until a threat or danger abates.

In the absence of the implementation of “commusitielding” as part of community emergency
preparedness, mere “sheltering-in-place” may becéffe to some degree in preventing or
mitigating injuries and damages resulting from taffe terrorist attack or other natural infectious
disease outbreak. However, the data demonstraigaificant increase in the willingness of
American citizens to participate in a “communityettling” strategy if their “sheltering-in-

place” is augmented by the provision of resourcds il is safe to leave their homes or
communities (i.e. delivery of food, water, medioas and medical treatment; dissemination of
reliable information as to the crises, its duratoal the safety and wellbeing of their family
members; and a means to communicate within anddeutse affected community). These
findings strongly suggest that if local communitiemergency preparedness and response plans
include bringing food, water, medications and oteressities directly to citizens’ homes and
workplaces, and providing assurances as to théysafie wellbeing of family members from
whom they are separated, citizen response wouldvaeable and in support of “community
shielding.”

The implementation of “community shielding” as pafemergency preparedness planning and
response to such future natural or unnatural eweititsequire continued efforts toward a
national initiative to increase awareness of thecept and to gain support from key government
and community leaders, as well as the Americanipuldducation will be necessary to enlist the
public as significant participants in preparing $oich future events, including the dissemination
of information as to what steps to take to preplaogy notification of events will be provided,
and how communication will be maintained duringiais. Specially tailored emergency
messages should be developed for different grofipgizens in different communities across
the country. Further research is warranted tosasselividual community response to the
concept of “community shielding” in different areafsthe United States. Partnerships must be
developed with community emergency preparednessespibnse groups, drawing on the
strengths of the media, businesses, and governhamtanon-governmental organizations within
and servicing those communities.

Given the current political and social climate,réhis a policy issue as to whether to link an
initiative for the implementation of “community €filing” to increase the level of preparedness
for future terrorism or a natural catastrophic é¢venboth. The recent focus of the media,
politicians, public health officials, public intetegroups and the American public has been on
the “inevitable” pandemic influenza. Indeed, tlodgmtial for this infectious disease outbreak
could provide the opportunity to draw the attentdkey stakeholders to the importance of



“‘community shielding” as a “least restrictive” attative to other public health interventions (i.e.
forced quarantine, isolation, mandatory vaccinajdhat have been historically applied in such
a situation. The legal barriers exist in attengptim enforce other more “draconian” measures
under current statutes and constitutional standalenormous, and there is a serious question
as to the effectiveness of a present-day largeesparantine as the primary public health
strategy for containment of the spread of infedidisease.

Based on the findings of the studies and datawedeas well as the criteria presented as to
each policy option, this analysis concludes thatrttost effective approach to fostering
awareness and support for “community shieldingdiink it to an initiative for increased
emergency preparedness and response for a paniadioeniza. This policy option is consistent
with the mission and goals of Critical Incident Aysas Group (CIAG) for increasing society’s
understanding of “critical incidents” and their iagh, and for minimizing resulting injuries and
damages. If CIAG is successful in implementingmioounity shielding” as part of community
emergency preparedness and response plans fodamaninfluenza, the strategy will be an
integral part of such plans and be equally avaslasl a viable and favored response to future
acts of terrorism.

The implementation of “community shielding” as adeed response allows American citizens
and communities to “do something now” to preparetiture natural and unnatural catastrophic
events, rather than to wait and be caught unprdpd@ommunity shielding” will foster
empowerment and resilience, and will serve to “psyagically vaccinate” the American public
against natural emotions of fear, anxiety and gaamc that will likely result in the wake of both
natural and unnatural events. It will “contain ta@on” emanating from such experiences by
minimizing injuries and damages, and optimizingokexy. In the case of terrorism,
“community shielding” will provide Americans withraeans to defeat the terrorist’s ultimate
objective to destroy our democracy society anduhdamental principles, values and liberties
for which it stands.

l. Problem Statement

What is the most effective approach to foster amess of and support for “community
shielding” and its implementation into federal tstand local emergency preparedness and
response planning for future terrorism and/or ottaural catastrophic events?

. Background:

Concept of “Community Shielding” as a Response terfiorism. Terrorism is “the unlawful
use of -- or threatened use of -- force or violeagainst individuals or property to coerce or
intimidate governments or societies, often to adghigolitical, religious or ideological
objectives.” [1] More apropos to this analysisraesm has also been defined as “a
psychological strategy of war for gaining politiealds by deliberately creating a well-founded
climate of fear among the civilian population.” [dhere can be no doubt that “the battlefield”
of terrorism “is not the land upon which the tersbact has been perpetrated, rather, it is the
minds, that is, the psychology of those who suiif@g] The terrorist’s objective is to seek to
disrupt and destroy both the physical and psychoébdjves of affected individuals by forcing a



surrender of fundamental principles and libertrethe protection of themselves, their families,
their properties, and their way of life. [3] Therorist’'s ultimate goal is to traumatize and
stymie the functioning of our democratic societyaashole, and those of our democratic allies.
As such, our developed western democracy has beadkmgstone that supports and is
supported by other democratic nations in the fagidginst terrorism; the terrorist’s goal against
these democracies is to project a global resonaiiggror and dysfunction.

Biological terrorism, commonly referred to as “genrarfare” or “bioterrorism,” is the deliberate
release of naturally occurring or human-modifiexine or biological agents, to accomplish an
act of terrorism. [3, 4, 5] It is perhaps the miestred form of terrorism and one that provokes
the highest level of anxiety. The clear distinated bioterrorism from “conventional terrorism”
(i.e. bombs, hijackings) lies in the nature of lthality, persistence and incubation period of the
biological agent used in a bioterrorism attack. Mpreover, the transmissibility of diseases
caused by biological agents and the potentialrffacting large segments of the population for
extended periods of time are characteristics tlusdtreeparate bioterrorism from other forms of
terrorism (i.e. chemical, nuclear and radiologicfl) The concept of “plague” and “pandemic”
are embedded in our minds as representing feaa&astoophic events of the most devastating
and widespread nature. Whether such events oeturatly or are precipitated through acts of
bioterrorism, the effect is the same; they arentlost comprehensive form of “contagion,”
especially in the advent of jet travel where tts& of rapid transmissibility is far greater than in
past pandemic events. [3]

Any form of terrorism constitutes an attack on piwgsical and psychological health of an entire
nation: the extent and success of recovery is idapendent upon the social and behavioral
responses of those affected by the terrorism, ttiedirst responders and others responsible for
managing the terrorist event. [5] Hence, terromaost be combated with a policy and a plan,
developed well in advance of a terrorist act, Hpecifically addresses both the physical and
psychological aspects of recovery. An integrat paa planned response to future acts of
terrorism is the ability to “psychologically vaceite” the American public against their natural
emotions of fear and panic, so as to “contain @iotg” minimize damages, and optimize
recovery. [3]

The concept of “community shielding” provides thmportunity and unique means to prepare for
and respond to terrorism. “Community shieldingarsintegrated, facilitated undertaking by
communities and citizens to allow them to remaithigir homes or other safe havens within the
community following a terrorist event. By “commiyni we mean a defined group of people
living in a particular locality or geographic ar@ad having common ethnic and cultural
characteristics. “Community” has also been defiagda group of people living in the same
locality and under the same government” and “haem@mmon interests.” [6] “Shielding”
signifies protection and refuge of individuals,caés important component of a “community
shielding” strategy. [5] Although individual prejéion through stockpiling of essentials is
optimal and preferred, “community shielding” ackredges the fact that not all citizens will be
equally prepared (particularly in more urban, losgecioeconomic areas) and recognizes the
need for a government-facilitated infrastructuréjali would augment individual preparation by
delivering essential necessities (i.e. food, watexdications, etc.) via community or
governmental resources, until the threat or daabeates and it is safe to leave. [3, 7] Remaining



in our homes and within our communities, with thp®ort of community and governmental
resources, provides for the greatest physical amatienal security by allowing individuals to
maintain control over their lives, their health ahdir recovery following an act of terrorism.

A “community shielding” response to terrorism ish® distinguished from the more commonly
known strategy of “sheltering-in-place.” As paftdisaster preparedness counseling relative to
an accidental or intentional release of a chemimalpgical or radiological contaminant into the
environment, the American Red Cross defines “shelien-place” as selecting a small, interior
room (whether at home, work or school), with ndeswr windows, and taking refuge there with a
television or radio so that instructions can beengsd from local authorities as to what to do. [8]
Indeed, under these circumstances, it is contesyplatat instructions to “shelter-in-place” are
intended for a duration of a few hours rather tfaardays or weeks. [8] By contrast,
“‘community shielding” contemplates that individuatgy “shelter-in-place” for up to a few
weeks, and that, while “sheltering” is a necesgany of “community shielding,” it is not
sufficient. “Community shielding” builds upon thehelter-in-place” model by recognizing an
extended, more integrated form of “shelter-in-pJatiee success of which is facilitated by the
distribution of resources by government and priva&evices in the community until the threat or
danger abates. Simply stated, the concept of “conftyishielding” proposes that citizens
remain in a safe place within their communitieghwiecessities provided by community or
governmental resources, until the threat or daabates. [7] Hence, this involves more than just
asking citizens to “shelter-in-place.” Moreovaer e successful, “community shielding”
requires a preparedness and response plan adgréssispecific needs of each community and
its citizens before an act of terrorism or othelurel catastrophic event. [7]

The following table illustrates these major diffieces between “community shielding” and
“shelter-in-place.”

Community Shielding vs. Shelter-in-Place

“Conunity Shielding” “Shelter-in-Place”

Major Integrated ra@s of citizens, Non-integed — relies on

Characteristics community and govement. citizens to act indigually.
Facilieed by distribution Noffiacilitated — relies on
infrastcture to augment citingoreparation with
individbipreparation by no disbution infrastructure
deliveoy necessities by fielivery of necessities to
governnieand community inadequatglprepared
privaservices. individuals.

Implementation Implemented as part ch community Implemented by federal, state
emergermgparedness plan; and/or lokcgovernment,
envisiotiizen participation in non-gov@mental groups,

developmtespecially tailored to businessgsrganizations;




each community to address needs no citizen participation in
of itdizens. development; not specific to
community and citizen needs.

Duration Seven to twensight days A few hours three days at
(long ergh to break disease most bdsen most disaster
cyclelmblogical agent); shorter preparedsss instructions that

duration for chemical or rasblogical encourage citizens to store
contaminan. food and water for three days.

“Community shielding” has particular applicationdmlogical terrorism. In that regard, it has
been defined as “[a] partnership of governmentinass, media, and the public, operating under
the best scientific and medical practices, to bteakdisease cycle and ensure minimal
disruption to the routine activities of the natigf®]. Within this partnership framework,
“community shielding” facilitates a self-imposedagantine or isolation of individuals, groups
and/or communities for a period of time sufficiémfprevent or minimize the transmission of
disease caused by the release of a biological a§n®One of most significant advantages of
“community shielding” is that it provides a volungaand “least restrictive alternative” to other
public health interventions (i.e. forced quarantinésolation) traditionally imposed by
government upon the American public in an effortdatrol the spread of infectious disease.
As such, “community shielding” is a viable “adjursttiution” for responding to bioterrorism,
complementing these other measures that have bediffinalt to invoke in an age of growing
public awareness and governmental acknowledgmetivibind personal liberties. [3, 9]

Implementation of a “community shielding” stratggyor to a terrorist threat or actual event will
provide significant involvement of citizens and coomities in emergency preparedness and
response planning, and will be effective in “psylolgecally vaccinating” the American public
from the fear and panic likely to be experiencBeveloping an emergency response plan that
utilizes “community shielding” will also serve t@fdat the terrorist’s plot to disrupt and destroy
the principles and freedoms of affected individuatsnmunities and all Americans, and to
thwart the continued functioning of our nation atsdnstitutions. Therefore, it is imperative to
act now to raise the level of awareness of “comiywstiielding” and to gain the support of
federal, state and local governments, communibiggnizations, businesses, and the American
public, for its implementation in emergency prejppiaess and response planning for future
terrorism. Once a “community shielding” strategyn place, it will nourish individual and
community resilience and autonomy, and will provilde distribution infrastructure that can be
utilized by communities and governments, not oslyaa integral response to terrorism, but also
as a means to facilitate a more effective resptmséher naturally occurring catastrophic events.

Psychological Aspects of Individual Response torbeism and/or Natural Catastrophic
Events and the Role of “Community Shielding” in Adiiating Vulnerabilities. It is axiomatic

in human nature that, when faced with danger, tasFe®nly two responses: one response is to
remain steadfast in the face of danger and “figit&; other is to “flee” to escape the danger. [3]
The appropriateness of either decision can be ths rmportant determining factor in one’s




survival. [3] During any emergency, in particutare resulting from of an act of terrorism, a
natural inclination for some may be to flee theeefiéd area for self-preservation. [3, 5]

Several past natural and unnatural events have m&nated this common behavioral response of
fear and panic, followed by an act of flight or @tlunwarranted action. In January 1995, several
cases of meningitis were confirmed in one high stimoMankato, Minnesota, later resulting in
an eventual outbreak in the community and a massnation of 30,000 people. [10] Panic and
hysteria set in and unnecessary movement in tlzelageto the need for increased vaccinations;
reporting to vaccination sites resulted in trafims in and around the community. [10] Some
were scared away from the community (i.e. truckieose over 100 miles out of the way to

avoid traveling through town which was on a maateshighway), but many others drove to the
town from 30 to 50 miles away to get vaccinatedaddear that the virus would spread to their
own communities. [10] Emergency rooms were ovetmibd with efforts to triage individuals
presenting with only flu symptoms, but fearing thed contracted the virus. [10] In short, the
inefficiencies of the individual and community resge to the Mankato meningitis outbreak
were an expensive exercise, costing the State nfidéiota $1.2 million. [10]

Following the Three Mile Island nuclear reactorident in Pennsylvania on March 28, 1979, the
governor’s delayed “advisory” two days later foe ttvacuation of no more than 3,400 women
and children from within a 5-mile radius of the deged reactor resulted in panic in the
community and an evacuation of as many as 200,600l to 25 miles out from the site. [11]
This phenomenon, known as “shadow” evacuation, rsomhien individuals outside the
perimeter of an area from which an evacuation leas lordered also elect to evacuate and
thereby contribute to congestion of the transpiomagystem that is facilitating the planned and
ordered evacuation. [12] This is to be distingadfrom “spontaneous” evacuation, occurring
when citizens in an affected area either observeasgive unofficial notice of an actual or
perceived threat and, without any official instrans to do so, choose to evacuate. [12] Unlike a
planned or “mandatory” evacuation characterizethleyorganized, phased and supervised
dispersal of citizens from an area of real or ptadanger, the movement, means and direction
of travel of “spontaneous” evacuees is unorgana@etiunsupervised, and can be deleterious to
the ultimate goal of protection of citizens. [13pontaneous evacuation can also occur despite
official governmental instructions to “shelter-ifape.” This occurred following an explosion at
a chemical plant in West Helena, Arkansas in M&§719Vhen an odorous smoky cloud drifted
away from the plant, authorities ordered resideiitisin a 2-mile area downwind of the plant to
evacuate, and those in the 2- to 3-mile zone teltshin-place.” [13] A study of citizen
response to these instructions found that, whifé 8®those told to evacuate did so; only 27%
of those told to “shelter-in-place” complied, wiiB% receiving those instructions opting to
evacuate the area. [13] This expected public respavas also borne out by the recent survey by
CIAG of citizens of the National Capital Region (8#engton, D.C. and suburbs in Virginia and
Maryland) indicating that a significant percentajeitizens would evacuate the area following
a bioterrorist attack with smallpox, with (36%)without (38%) official instructions to “shelter”
at home or in their place of work. [7]

Thus, in certain situations, the decision to fieaat the best choice. “Spontaneous” and
“shadow” evacuations may result in citizens becantrapped and vulnerable in traffic jams,
and may also hamper the efforts of community de@chandatory evacuations or of local
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emergency responders attending those most in f&€d)]. Instead, remaining in one’s own
home and community providing for a familiar, stablevironment may offer the best chance for
optimal survival. [3, 5] While it may initially €8n counterintuitive to remain in an area of
potential danger, a pre-planned “community shigjtinesponse to terrorism or other natural
catastrophic event will provide the opportunity dhed means for individuals and communities to
make the appropriate decision to remain steadfast@“fight” the danger presented, and with
the assistance of community and government resstiockirther public health objectives.

During a terrorist attack with a biological agethg “contagion” that results from transmissibility
of disease compounds the psychological crisis.Iip3dddition to the medical implications of the
spread of a contagious disease, “contagion” hastitapt psychological and sociological
aspects. [3] Although the attacks of 9-11 werehioterrorism, the spread of “contagion” in the
psychological sense has been demonstrated by stexienining post-traumatic symptoms and
psychological morbidity resulting from the attacl3d. This type of “contagion” inflames the
natural emotions of fear and anger, culminatingehaviors that can disrupt and destroy the
cohesive and nurturing tenets of family and comrtyufi8] “Community shielding” will serve

to mitigate the impact of psychological “contagidoy’ addressing mental health recovery as an
integral part of a response. [3] An important comgnt for emotional recovery lies in the very
premise of “community shielding,” that is, prowdithe means for individuals to remain within
the familiar, stable surroundings of their homed esmmunities, where they are best prepared
to deal with their emotions and behavioral respsnaed to make the best decisions for their
physical and mental wellbeing, and that of themifees.

The current professional model for emergency res@am bioterrorism does not call for the
significant, integrated participation of the cigili population. [14] “Largely contributing to the
neglect of the public’s role in a response to biotesm is the assumption that the general public
tends to be irrational, uncoordinated, and uncaap&r in emergencies -- not to mention prone
to panic. Such a view. . .will lead public hegitiofessionals and emergency managers to miss
the opportunity to harness the capacities of thidiam population to enhance the effectiveness of
a large-scale response.” [14] Despite the natmaidtions of fear and anxiety in response to both
natural and unnatural disasters, history and rekdave shown that, with adequate planning
and preparation, the American public has the whigheto respond to disaster both effectively
and constructively. [3, 14] Indeed, panic and &sslbehavior (i.e. looting, riots) are not that
frequent. [3, 14] Although human-made disasteespaone to producing greater psychological
overlay than natural disasters, the capacity ofAtmerican public to participate in a large-scale
response to a terrorist attack should not be ustierated and should be considered and
incorporated into emergency preparedness and resdanning. [3, 14] Planning that includes
“community shielding” calls for the significant,tegrated participation of every American
citizen, affording each a distinct opportunity teeecise that role while remaining with their
families in their own communities.

“Community shielding” provides individuals and comnities with empowerment, hope and
resilience in taking control of their destiny irettvake of a terrorist attack and in confronting the
terrorist objective to destroy lives, communitiesl @dhe fundamental rights and liberties of our
democratic lives. This psychological impact onividblals and communities provides the
necessary social infrastructure that facilitatesshiccess of “sheltering” in the community as an
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integral part of “community shielding” until commitypand governmental resources become
available. Based upon what we have observed fgdarihe aftermath of Hurricane Katrina,
American citizens and communities may have devel@veover-reliance on the federal
government for providing resources in times of sisa Efforts should be made to raise
awareness that the federal government may notthavweapacity or ability to provide timely and
adequate resources following such catastrophicteyemether natural or unnatural, and that
individuals and communities should not rely prirhaon federal governmental resources. [3]
The concept of “community shielding” focuses on cammity and local rather than the federal
government as the first “actors” following a terspiattack, since they will most likely launch
the initial response to address the needs of ogizaed community. [3] As a wider, more
integrated form of “shelter-in-place,” “commungiiielding” presumes that citizens will have
prepared adequately to survive on their own inrtimeiividual family or residential units, but
also recognizes that the success of “shelteringstrba facilitated through the distribution of
essentials by government and private services whdrgdual and community preparation is
inadequate. [3, 7] In short, “sheltering-in-placg®a necessary, but not sufficient, component of
“community shielding,” which elicits the significgnntegrated participation of individuals and
communities, as well as the government and otlseurees, and thereby empowers American
citizens and communities to advance a bold respmneseunter the terrorist objective.

Legal Framework of “Community Shielding” Response Terrorism.“Community shielding”
is closely aligned with our democratic system ofggament and with the faith the framers of
our Constitution had in the “wisdom of an informatizenry to make decisions about what is
best for themselves, their families, their commusitand their nation.” [15] Its voluntary
application by citizens and communities in planrimigand responding to a terrorist attack
allows for individual and community-based decisioaking that not only builds upon and
strengthens the principles of a democratic sockaiyalso defies the terrorist objective of
destroying that democracy. [15]

By contrast, other strategies historically usedrésponding to public health emergencies,
including forced quarantine, isolation, and mandat@ccination, are authoritarian and coercive
in nature and interpose a multitude of legal higdteeffect their implementation and
enforcement. [15] Utilization of these measuresnarily relying upon antiquated statutes
granting states “police powers” to take certainaamd in public health emergencies (i.e. impose
forced quarantine, mandatory vaccination of thdipubeize and destroy property without
compensation, etc.), is difficult to accomplish lghat the same time protecting the individual
rights and liberties Americans have come to kn&y1p] A question exists as to whether
current legislation could even withstand judiciediginy under today’s constitutional standards
(i.e. that the measure imposed is “necessary” a@adi¢ast restrictive” means to protect the
public health, that it is applied in a non-discmatiory manner, that those affected have the right
to judicial review, etc.). [5, 15, 16]

Following 9-11 and the anthrax attacks of Octol##12 the Centers for Disease Control and
Prevention (CDC) recommended state laws be revieviddparticular attention to the
guarantine provisions that would be applied ingtient of a smallpox attack. [17] At the
request of the CCD, a Model State Emergency Héadthiers Act (MSEHPA) was drafted by the
Center for Law and the Public’s Health at Georgetanwd Johns Hopkins Universities in
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collaboration with members of national organizasioepresenting governors, legislators, public
health professionals and agencies, and attorneyerge[16, 18] The proposed legislation
addressed preparing for, preventing, and resportdihgalth emergencies through the exercise
of necessary powers to detect and contain biotemoor other naturally occurring disease
outbreaks. [16, 18, 19] The MSEHPA was initialyeased in October 2001; a revised version
was released in December 2001 after much critickthe original model act. [16, 17, 19] The
proposed model legislation has continued to meenhgtopposition based upon claims that it
continues to infringe upon individual civil righfd.5, 16, 17, 18, 19] As of June 30, 2005, the
MSEHPA had been introduced in part through billsemolutions in forty-four (44) states and
the District of Columbia. [20] Thirty-seven (37#ates and DC have passed bills or resolutions
that include provision from or closely related he (MSEHPA and that include powers to compel
vaccination, testing, treatment, isolation and goine where necessary. [15, 16, 20] Indeed,
controversy exists as to whether a large-scaletbguarantine following a bioterrorist attack
(such as smallpox) would even be feasible or gffe@s a primary public health strategy as
opposed to other less extreme public health acfiomsrespiratory, body fluid or skin contact
isolation rather than full physical separation frathhealthy people, rapid vaccination or
treatment, widespread use of disposable maskd-t@nor voluntary home curfew, restrictions
on assembly of groups, and closure of mass pullisportation). [21]

“Community shielding” will not completely obviatae need for forced quarantine, isolation or
mandatory vaccination in certain circumstancesjtdaes provide a tool that is a “less

restrictive alternative” to those measures. [15¢ah be implemented more quickly and easily (at
an earlier stage either before an emergency drrnitial hours following an emergency),
thereby reducing the need for or the scale of eefibiquarantine or other more restrictive public
health intervention. [15] “Community shielding” é®not face the same legal obstacles as other
measures and, with appropriate education and plgnhoan be implemented early as part of a
state, local or community emergency preparedness pAdditional legal characteristics of
“community shielding” are that (1) it can be implented as a precautionary measure before an
actual event, and without the declaration of anrgemey that requires forced quarantine; (2) it
can be implemented in situations primarily to @dsisal first responders rather than in direct
response to an emergency (i.e. can be implementease congestion of transportation routes so
that emergency workers responding to an emergearcyperform effectively); (3) its
implementation is dependent upon policies of se¢sprvation, so that the government’s role is
to assist and enable individuals to serve their mtgrests and not to impose legal orders upon
the American public; and (4) it is voluntary rathiean imposed by the government and, to that
extent, is not applied in a discriminatory fashialithough where special conditions regarding
implementation become necessary where more peoableenaffected following a bioterrorist
attack (i.e. urban areas), plans for such conditzan be addressed in advance in order to reduce
challenges based upon discriminatory applicatibg] [

Some have advocated that new legislation woulaeqaired to fully implement “community
shielding,” regardless of its voluntary and nonfcoe nature compared to other measures. [22]
There is also skepticism by some as to whether@uobbrivate agencies would be able to
deliver food, water, medicines and other necessitaor-to-door following a bioterrorist attack
without spreading disease, and whether state at gmvernments would have to exercise
“extraordinary powers” to deliver resources (i@ze and distribute private industries’ supplies
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of food, water and medicine, compensate busines&®where appropriate, order private
health care workers to report to certain locatiets.). [15, 22] Clearly, these issues must be
addressed in the early planning of a “communitglslmg” strategy, not only with local and
state government officials, but also with commuiitisiness and organizational leaders. [15]
Moreover, there will likely be issues of liabiligrising out of the government’s response to a
bioterrorist attack or other emergency during as glea “community shielding” response that
are premised upon unmet expectations by the ptdlidelivery of necessities, dissemination of
information, or assurances regarding the statdiamily members, etc. Therefore, the question
of whether civil and/or criminal immunity will bergnted to individual or business volunteers
responding to assist others during “community shgf” will require discussion. [15] These
issues should be addressed early in the procgdarofing for “community shielding” and may
need to be formally codified into state statutedrasising its implementation. Finally, states may
find it necessary to provide new legal mechanismettify or license individuals or businesses
that will be engaged in the delivery of necessitig®rmation or other services during
“‘community shielding” in order to provide assurasite the public of the “authenticity” (i.e.
safety and reliability) of those called upon to\pde such services. [15]

Political Aspects of “Community Shielding” and Effd of Recent Events on Political and
Social Landscape.The core focus of “community shielding” is on gt@mmunity, its citizens,
and state and local governments that are likeptag a significant primary role in emergency
planning and response to a terrorist attack. dtgs clear that the legal framework for
“community shielding” primarily relies on state dadlocal governments in exercising their
authority for addressing public health emergenitigdhe community. The federal government
will also have a significant role in providing resoes, information and assistance to state and
local governments, enabling them to appropriatelyqym their public health responsibilities (or
federal legal authority may pre-empt state lanhim ¢vent of a threat against national security or
an emergency that transcends state boundariedb][However, the role of the federal
government will be substantially different in a famunity shielding” response to terrorism or
other emergencies than has been seen traditianaligaster response and relief.

Response to terrorism or other natural or unnatlisaisters has typically been based upon one
of two emergency response models: (1) the “soaatrol model” in which state and local
governments engage in coercive measures to oleapl@ance of the public with governmental
and public health edicts (i.e. isolation, quarastieic., as in the outbreak of an infectious
disease); and (2) the “disaster relief model,” velrethe government intervenes to provide
affected citizens with basic necessities of life.(provision of food, water, shelter, etc. after a
hurricane or earthquake). [23] There are obviagoblpms associated with these models, from
both a legal standpoint (i.e. issues with outdaalth emergency power statutes) and a practical
one (i.e. evacuating those affected by an actaithiorism and abandoning homes and
communities that have remained essentially int§23).

A “community shielding” response does not specilyctall into either of these models as it is
not premised upon the unilateral decision of statecal government to impose public health
measures as a strategy of first resort, nor daesyiprimarily upon the centralized functions and
decision-making of the federal government in respdio a terrorist event or other emergency.
While critical leadership roles at the federaliestand local governmental levels will be
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necessary in planning for and implementing “comrtyusinielding,” the roles of all participants,
including the government, communities, communityugs, organizations, businesses, and
citizens, will be reversed from the roles in tramhtl models. [9, 23] “Community shielding”
builds upon a model of “decentralization” in whitkdundancy” permits non-governmental
units, such as community organizations and busases#tizens and individual households, to
continue functioning in the wake of an event oadisr. [23] The “community shielding” model
consists of multiple layers of the same participahtit the hierarchy of relationships is reversed.
Citizens and individual households are the mostidumental units in the model and at the top
level of the hierarchy; following a terrorist atkagr other emergency, they continue to function
by managing household units and the lives of thieimbers with resources available within.
[23] This top level of the hierarchy relies updhl@ver levels, from the next level of
community groups, organizations and businessesowiging resources, to the next level of local
and state governments, and then to the lowest &bk federal government, but only to the
extent necessary to provide further resourcesdtasuthe household unit. [23]

This model of relationship reversal was recentlysirated, in part, by what occurred in the
aftermath of Hurricane Katrina, where individuatsldouseholds were left “on their own” for
days or weeks following the storm until federaftstand local governments could reach them to
provide needed resources and other assistansboutd be emphasized that, Hurricane Katrina
was a rare event in which, despite strong and et official orders for mass evacuation of
areas in the predicted path of the storm, many katbthe ability to leave refused to do so.
Indeed, this behavior is more typical in naturakdiers, where residents often believe that their
own judgment is better than that of the expert3] [Areas that are prone to such natural
disasters (such as hurricanes) develop regionshstier cultures” and residents often decide to
stay or leave based upon their own judgment thegt bielieve, based upon past experience, is
more sound than those of the authorities. [23] étlogless, while some undoubtedly view what
occurred after Hurricane Katrina as a “catastrofdniare” on the part of all government, [24]
that experience has likely changed the perspeativesany that the federal or even state and
local governments should be the “first respondarsiny kind of disaster. A lesson that might
have been learned is that individuals and commasghould refrain from over-reliance on the
government as the primary provider of resourcebiwithe first hours to days (and even weeks)
following such a catastrophic event. [3] Thisamsistent with the “community shielding”
concept promoting self-reliance and self-sufficen€ American citizens to take all necessary
precautions and preparations to primarily supgueirtcapacity for self-sustenance, at least
during the initial critical period, until governmesnd private services are able to distribute
further necessary resources. [3] Although it isexpected that individuals who have
experienced such a rare event as Hurricane Kawilhautomatically engage in “community
shielding” in response to the next natural or uaratcatastrophic event, by developing
increased awareness of the concept through comyremiérgency preparedness plans, many
might be better prepared to “shelter” in their conmities, until their needs are augmented by a
government-facilitated provision of resources eiovied by “community shielding.”

There is another lesson to be learned from Huredéatrina that is closely aligned with the
concept of “community shielding.” Most of thosa&lividuals who evacuated New Orleans and
have not been able to return to their devastatethumities have undoubtedly required more
labor-intensive assistance, occasioned by theingeieen transplanted into foreign
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communities and states for temporary residenced49-pear-old New Orleans’ woman was one
of 150,000 Katrina evacuees living in 5,700 hotetsughout the country and living in one of

the estimated 18,500 hotel rooms occupied by eescmethe State of Texas. [25] After leaving
her flooded neighborhood after Katrina, she wagtail out of New Orleans to central Texas
where she lived in a huge shelter for weeks, sheeqquently moved with shelter acquaintances
into a rented apartment but was asked to leaveel \@éer, after which she slept on the street for
several days before checking into her governmelnsidized hotel room. [25] Most recently
faced with FEMA assistance about to run out, shearked “We don’t know nobody here. It's
sad to have us come here and do that to us.” @5}he other hand, many of those in
Mississippi whose homes were destroyed have béerated back to their own communities

and neighborhoods, some in group sites and otmetiseir own properties (once determined safe
to do so), with temporary trailer housing. [26] eTlRederal Emergency Management Agency
(FEMA) has housed over 50,000 displaced disast®ims in more than 21,300 travel trailers
and mobile homes across Mississippi. [26, 27] &\ the more than 120 individuals and
families able to lease trailers by this past Thgnhksg (rather than by Christmas) were grateful,
even though most were located in group sites iers¢Wississippi counties. [27] This clearly
illustrates the value of maintaining individualdbgcted to such catastrophic events within their
own communities, living near family and neighbordamiliar, albeit devastated surroundings,
rather than being dispersed as evacuees to far amfagniliar locations where they are expected
to reside with complete strangers for some undeteperiod of time before relocation.

The recent New York City subway scare demonstratesher important aspect of the role of
government following a terrorist or other catashigpevent: that of communicating with the
public and nurturing its trust in response to eotést threat or other emergency. On Friday,
October 7, 2005, Mayor Bloomberg, made a decisiemnhounce a threat alert and to increase
security in the city’s subway system after learrafigntelligence from the FBI the previous day
as to a “specific threat” against the subway. P&, However, the Mayor also encouraged the
public to ride the subway, as he did coming to wibik morning to show his confidence in the
city’s stepped up security. [28] Police also ctbee subway’s Penn Station during the morning
rush hour after a “Drano-like” substance in a sbdtle (later determined to be a hoax) was
found near a ticket counter; service was also swdgzeon two lines during the afternoon rush
hour to search and unattended bag (containingsaigol books) found on the tracks. [28, 29]
Based upon the totality of circumstances, intekepticism arose as to whether the initial
information provided by New York officials was titgeaccurate and reliable, and Mayor
Bloomberg faced stark criticism as to his decisiang actions in handling the matter. [28, 29]
This example reinforces the significant role goweent officials play in providing full, accurate
and authoritative information relevant to a teigbthreat, attack or other emergency, and in
maintaining the public’s cooperation, confidencd &mist in instances of such uncertainty.

This role of government in delivering adequate aocurate information to the American public
and in nurturing public trust is equally signifi¢an the implementation of “community
shielding.” Unfortunately, the government’s cutrptan for responding to future terrorist threat
or attacks focuses more on federal interventionfanding, rather than on a community-based
approach to emergency preparedness and respohsadiemders public trust and acceptance of
emergency measures. [30] The latter can only benaplished by engaging citizen and
community participation in early emergency prepasss and response planning,
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communicating the risks of terrorism and terroaigénts, and initiating a dialogue with
community organizations and business leaders dboatmunity shielding” as a favorable
response to terrorism. [30] By doing so, governinhesders can be more effective in providing
the necessary information and knowledge for infatmdecision-making about the risks of
terrorism, in building the trust of the public, andecruiting stakeholders to assist in developing
solutions for the common good of American citizansd their communities. [30, 31] For this
reason, early planning for the implementation artenunity shielding” will require the strong
support and guidance of government leaders aktterdl, state and local levels.

Practical Implications of Implementing a “Communitghielding” Response to Terrorism.
“Community shielding” is a relatively simple con¢gmd one that can be practically
implemented without great difficulty if the processstarted early and before the next terrorist
attack. [9] A “community shielding” strategy caa best achieved by immediate and clear
direction from government leaders in support ofdbecept and through community and public
education and planning for its implementation. {ZIAG has undertaken successful efforts over
the past several years in presenting the “commuhiglding” concept to state, national and
international officials, and in gaining the suppoirfgovernment leaders, including the Office of
Vice President of the United States, the DepartroaERhtomeland Security (DHS), the CDC, the
United Nations, the U.S. Department of Defense Qffece of the Governor of the
Commonwealth of Virginia, the Office for CommonwiaPreparedness (Virginia), the Virginia
Department of Health, and the Virginia General Asisly. [32] Nevertheless, there remains
much to be done to educate other national leacdhetshee general public about “community
shielding,” to solicit further comment and advieed to foster additional support from federal,
state and local governments, their respective aggnand other stakeholders (i.e. first
responders, local incident managers, private imguste business sector and individuals,
families and communities across the nation). [8Fl¥Eplanning and implementation of
“‘community shielding” will give all stakeholdersdlopportunity to “do something now” rather
than to wait for the uncertainty of another tesbéttack or the next natural catastrophe. [5]

The most recent endorsement of “community shieldives contained in a 2005 report entitled
Public Preparedness: A National Imperative Sympuosaicollaboration between The George
Washington University Homeland Security Policy inge, DHS, The Council for Excellence in
Government (CEG) and the American Red Cross. [B8 report addresses recommendations
of recognized experts and community leaders attgnaisymposium in July 2004 on public
emergency preparedness. [33] The goals of the agionm were to discuss and define the
meaning of “preparedness,” to identify barrierengaging the public in preparedness activities,
to develop recommendations to increase the pulpi@paredness, and to identify best practices
that would assist the public in becoming more prega[33] The report recommended that
efforts be made to educate citizens about “commghitelding” and to explain the benefits of a
response strategy allowing the American publicetoain in the familiar and stable environment
of home and community. These benefits include:

(1) allowing community members and response groupsatkendecisions based upon the
specific needs of the community;

(2) providing for mental and emotional reprieve ialdey with a disaster;

(3) fostering support of each other as well as tmesee vulnerable within the community;
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(4) allowing government, medical, disaster respofasth-based, private
sector and other groups to providigcat services to persons with special needs; and
(5) allowing for government and private sector grotgptarget shielded communities for
delivery of essential resources. [33]

Although “community shielding” is addressed in teport as but one solution to emergency
preparedness and planning for response to a ftetn@ist attack, the entirety of the report’s
general recommendations for increasing public pegpreess can be aptly and specifically
applied to the implementation of “community shietyl” These recommendations include:

Communications

= Define “public preparedness.”

= Teach the benefits of being prepared and the qoesees of failing to prepare.
= Develop clear, compelling and easy-to-understaagsages.

= Develop realistic, audience-appropriate messages.

= Deliver messages using multiple messengers td rdifferent communities.

Disaster Preparedness and Response Operations

= Develop and communicate community prevention aadiness planning.

= Improve ability of governments and first resporsd®erwork across jurisdictions.

= Develop and improve systems for information sklgabafore/during a disaster.

= Develop systems for sharing of best practicessaledess stories.

= Consider establishing benchmarks allowing comnnesiitb assess progress and set goals.
= Prepare for post-event community recovery.

Partnerships

= Establish enhanced relationships within the desgateparedness and response
community before a disaster occurs.

= Establish partnerships that draw on the strengfttise media, businesses, nonprofit and
nongovernmental organizations. [33]

The 2005Public Preparednessecommendations are straightforward, sensible emedmpass
the strategies and recommendations contained iltéhature addressing the implementation of
“community shielding.” [3, 5, 9, 14] The most inpent aspect of “community shielding” is the
recognition that, in the age of terrorism, the wigibn of “first responder” has evolved from one
including only professionals (i.e. emergency mddicalisaster responders) and that largely
casts aside non-professional civilians as partitgao one that includes a significant role for al
American citizens. [3, 5, 9, 14] The tenets ofrfoounity shielding” require that the general
public be enlisted as capable partners with a ipesiind constructive role; this, in turn, requires
the acknowledgement that panic in the general pubkctually a rare and preventable
psychological response to disaster. [14]

The 2005Public Preparednesseecommendations are all implicated in the impletaton of
“community shielding”: (1) delivering more informa¢ and effective communication with the
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public; (2) improving disaster preparedness anpgaese operations in the community by early
planning; (3) coordinating efforts of all particiga; and (4) building partnerships with those in
the community who will play integral roles in prepdness and response. During the initial
phase of planning, it is critical for senior leaghep, including officials with DHS, the U.S.
Department of Health and Human Services (HHS), @swjand the Executive Branch of
government, to play a role in endorsing the sodailitipal aspects of “community shielding” and
explaining the concept to the public as well asrtile they are expected to play. [9] Homeland
security leaders, medical and other first respa)d@Emmmunity incident managers, the media,
businesses and the private sector, must all pralede direction and guidance on the concept of
“community shielding” and inform the public of itgility and benefits in an effort to empower
and motivate citizens to become involved in itsipiag, and to build public trust in those
charged with its implementation. [9]

Current disaster preparedness messages beingrddlivg national and local programs (via
media broadcasts, websites, mail, etc.) fall shiopromoting awareness of the “community
shielding” concept (i.e. DHS “READY America,” CDE&EMmergency Preparedness and
Response,” American Red Cross “Preparedness ToB&WA)/American Red Cross
“Preparing for Disaster,” United States Postal ®erVEmergency Preparedness and National
Security Wheel,” Citizen Corps “Are You Ready?” ahd National Capital Region Emergency
Preparedness Public Awareness and Education Campaam “Be Ready Make a Plan.”). [34,
35, 36, 37, 38, 39, 40]. However, these messamdd provide a model for new emergency
preparedness messages that specifically incorpioffatenation about “community shielding.”
New messages could define “community shieldingd agder, more integrated, government-
facilitated form of “sheltering-in-place” and expiahe physical and psychological benefits of
the strategy as a voluntary measure that allowsighehls to remain in a familiar and stable
environment of their homes and communities for r@opeof time following a terrorist event or
other emergency until it is safe to leave.

Following the initial phase of planning for the ilementation of “community shielding” under
conditions of “calm and confidence,” the public mien be engaged in a “phase-in” to action
as a threat increases or materializes. [9] Itdees suggested that the operational (and timing)
aspects of an “active” phase of “community shieddimight be enhanced by linkage to a threat
advisory system such as the Homeland Security AdyiSystem (HSAS), providing for
parameters for both the probability of a terroaigack and its potential seriousness that are
applicable to the entire country or to specific graphic locations. [9, 41] Linkage to the HSAS
will assure coordination of communication and ddretween local, state and federal
governments and corresponding agencies, and \alWdbr appropriate “protective measures”
in response to a heightened threat alert. [9,BrH-planning for operations during the “active”
phase of “community shielding” will also requirestdesignation of individuals and groups who
will play a role in its implementation, such as thadership of federal, state and local
governments, non-governmental organizations, fasponders and incident managers, the
media, communities, businesses, and families, drat specific actions each will take during
this phase of “community shielding.” [9] The actsonecessary to carry out a “community
shielding” response once a terrorist event hasroedunight appropriately be categorized by
instructions to “stand fast” (an analog to the khigy concept used overseas by U.S. State
Department expatriates awaiting clarification & thature of a threat and how to evade it), or
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that the situation is “all clear” (the threat ondar from the threat has abated), or that there is
some further “action required” (depending upon \Wbkethe terrorist agent is contagious or non-
contagious). [9, 42]

Finally, post-event recovery must also be planmeadivance of a terrorist event to address both
the physical and psychological effects of terroriamd in an effort to “contain contagion” and
“foster resiliency” among those citizens and comimes affected. [3] To this end, both
“centralized” and “decentralized” initiatives woub@ implemented. [3] “Centralized” initiatives
are those coordinated by governmental and othgtutisnal sponsors (i.e. providing for
television or radio broadcasting, Internet, welssigdectronic malil, telephone hotlines, etc.) in an
effort to keep citizens and communities informedcagetails about the crisis and to provide
instructions to assist in their physical and psyobical recovery. [3] “Decentralized” initiatives
focus on efforts to develop community resourceumsental in providing for the physical and
psychological needs of citizens and, to the extenessary, promote the maintenance of self-
sufficiency. [3] As an example, since Hurricandri€e, governmental and organizational
efforts have been made to “centralize” supporp®&ychological recovery from both natural and
unnatural disasters by focusing on the psycholbgicass of disaster and by providing access to
disaster mental health resources. [43, 44]

Surveys of Citizen Response to Terrorisifihere are three studies that have involved surgeyin
citizen response to terrorism and other relatededana security issues that are relevant to this
analysis of determining the most effective appraadmplement “community shielding.”

Study 1- From the Home Front to the Front Lines: AmericaSpeaks Out About Homeland
Security (February 2004/March 2004) (Council for Exellence in Government or CEG
Study) The first comprehensive homeland security studileviing 9-11 were surveys
conducted in February and March 2004 by Peter Dt Riesearch Associates, one of the
country’s leading public opinion survey and reskdnens, in conjunction with renowned
political polister Robert B. Teeter, deceased (Haster). [45, 46, 47, 48] The Hart/Teeter
surveys were designed and developed as part dfaakinitiative by CEG to have “a
conversation about with the American people” allmuheland security. [49, 50] In addition to
the Hart/Teeter surveys, CEG elicited citizen rieacto homeland security issues in town hall
meetings and polls conducted from October 2003&twrdary 2004. [50]

The first phase of the study consisted of telephotegviews with 1,633 randomly selected
adults, including oversamples of 407 New York afi@ €alifornia residents, between February
5 and 8, 2004. [47, 49] The random-digit-dial sangptechnique, stratified by geographic
location, was used to ensure a nationally represgatsample, and data from the survey was
weighted in accordance with U.S. population demglgics. [49] Survey results had a margin of
error of £3.1%. [49] A second phase of the stuolyduicted in March 2004 consisted of
interviews of first responders (i.e. police chidie chiefs, sheriffs, etc.), but due to the small
sample size, was not considered representativéanfiar population of first responders. [48, 49]
However, certain responses in both surveys denaiadtow citizens and first responders might
stand on several important aspects of emergenpapdness planning and response to
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terrorism that would be important in implementingcammunity shielding” strategy. With that
focus, the most significant findings of the 2004 tHzeeter surveys that are relevant to the
implementation of “community shielding” are sumnzad in Appendices 1 through 10 and
discussed below.

Study 2 - Redefining Readiness: Terrorism Planning Throughhe Eyes of the Public
(September 2004) (Readiness Studydhis study provided the first opportunity for the
American public to answer questions reacting teciadf protective instructions in two terrorist
attack scenarios: a smallpox outbreak and a dotglbexplosion. [51] It was conducted by the
Center for the Advancement of Collaborative Strigegn Health, in conjunction with The New
York Academy of Medicine, and was based upon ségeraces of information, including a
guantitative random digit dial telephone surveyhia late winter and early spring of 2004 with
2,545 American citizens from diverse racial andh&thbackgrounds, socioeconomic groups and
geographic areas of the country. [52] African Aicans and citizens residing in the 9-11 attack
cities of New York and Washington, D.C. were overpked to assure representative
perspectives. [51] The study focused on assesiseiggitimacy of certain assumptions that had
previously been made by planners as to the viedsancerns of citizens toward preparedness
for a potential terrorist attack, how likely citizeare to react under certain situations, and what
factors might determine whether citizens will felithe advice and instructions of governmental
and private-sector officials in the wake of an atterrorist attack. [51] These aspects of public
behavior and of the public’s role in emergency predness planning and implementation had
not previously been surveyed so as to afford plemwéh this important information. [51]
Hence, the goal of the Readiness study was totassie formulation of more realistic
emergency plans based upon accurate behavioramafmn. [51] The study findings that
provide insight into important aspects of the imnpémtation of “community shielding” are found
at Appendices 11 through 18 and discussed below.

Study 3- Community Shielding in the National Capital Regon. A Survey of Citizen

Response to Potential Critical Incidents(June 2005) (CIAG Study). This is the most recent
study and the only one of its kind specificallyateld to the concept of “community shielding.”
The study, conducted in the spring of 2005 for C)&&plored the responses of 1,071 randomly
selected residents in Washington, D.C. and adjgiparts of Maryland and Virginia (“National
Capital Region” or NCR) to questions regarding poge acts of terrorism. [7] The survey
presented two terrorist attack scenarios (the seled smallpox and a dirty bomb explosion) and
queried the willingness of citizens to participstécommunity shielding.” [7, 54] One of the
goals of the study was to assess how best to “cootatagion” in the aftermath of such terrorist
attacks and to test citizen reaction to a widememategrated and government-facilitated form of
“shelter-in-place.” [7] The significant findingg$ the study consistent with the development and
implementation of “community shielding” are summzad in Appendices 19 through 32 and
discussed below.

Analysis of Citizen Response Data- This analysis begins with the relevant and sigaiiic
findings of the CIAG study, given its specific facan the concept of “community shielding,”
and compares and contrasts its data (by categattyXle data obtained in the CEG and
Readiness studies. Where relevant data is cont@anenly one study, it is discussed separately
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below. Given the representative samples in afldlstudies, data will be presented in terms of
the larger population of U.S. citizens. [55]

(1) Citizen Action Toward Emergency Preparedness Data from the CIAG study show
that only a third of Americans (34%) have assemhbleiemergency preparedness kit” as
recommended by the CDC, American Red Cross, FEMRADIAS (to include such items as
food, water, medications, battery-powered raditreelzatteries, flashlight, clothing, etc.).
Appendix 20. [7, 56] However, that does not mésnrhajority of Americans have taken no
steps toward preparation for a future “emergenduirvey responses regarding citizen
preparedness for “an emergency” (although not medspecifically upon preparedness for a
terrorist attack) demonstrates that a majority nfekicans have stored enough food for an
average of 17 days (73%) and enough water for Xsvg%); a majority have assembled a
first aid kit (82%) and some (23%) have arrangedaftamily meeting place. Appendices 19, 20
and 33. [7] Without any specific instructions frgovernment officials to stay at home in the
“emergency” scenario, and without a “community khiey” strategy in place as part of an
emergency preparedness and response plan, alrtinist af Americans (32%) are willing to
shelter-in-place in their homes (without leavingy éver two weeks, and a majority (52%)
would shelter for over a week. Appendices 20 and 34 Further, most Americans (about 75%)
do not see boredom or restlessness as a majoeprabtonfined to their home for several
weeks in the event of an emergency. Appendix 20. [7

The CEG public survey results are relatively carsiswith the CIAG study. About a third of
Americans have developed a family plan for wherga@nd how to communicate in the event
of a terrorist attack (32%) and has looked forinfation on what to do in case of an attack
(32%); a greater percentage (41%) has stored featdr, medications and other emergency
supplies and another 18-19% has contemplated doingppendices 3 and 35. [47, 49] The
findings of these surveys clearly show that Americdizens are willing and able to take such
basic steps to prepare for an emergency; at the sam, the results demonstrate the need to
increase public awareness of and interest in emeygareparedness planning through various
avenues, including but not limited to mass medidlip service announcements and educational
campaigns at the national, state and local commimirels. As further findings from these
studies establish, the provision of essential retes following an emergency, such as food and
water, or having information about or a means @hcmnicating with children or family
members, have significant influence over whethiézams are willing and able to “shelter-in-
place” (with or without official instructions) faxtended periods of time. Hence, if these
necessities are provided as contemplated by a “agnitynshielding” strategy, the response of
Americans citizens would be favorable.

(2) Citizen Response to Specific Acts of TerrorismThe CIAG study demonstrates that a
majority of Americans (almost 57%) will follow insictions in the interest of public health and
safety to “shelter-in-place” in their home or amgalocation for 2-4 weeks or longer (until told

it was “all clear” to leave) following a smallpoxitbreak in their community. Appendix 27. [7]
Citizens whose initial response was to leave imatety for various reasons (i.e. to find and
take care of children and other family membergpaget food and water) are willing to stay for
the requested time period if assured that theldam and family members were safe and being
cared for (additional 6%), and that food, water atiter essentials would be provided (additional
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19%). Appendices 28 and 29. [7] Hence, if thesadyaeeds are met, the percentage of citizens
willing to shelter-in-place for a month or longecreases twenty-five points (from 57% to 82%).
Appendix 36. [7] When no instructions are giveridbelter-in-place” following a smallpox
outbreak in the community, more than two-fifthstoé public (41%) will stay at home or a
nearby location; unfortunately, those who wouldoexde or would otherwise not be willing to
stay at home remains about the same in either(888& would leave with no instructions to
“shelter-in-place”, and 36% would still leave wittstructions to “shelter-in-place”). Appendices
26, 27, 37 and 38. [7] This blatant disregard sty 40% of Americans of specific advice to
protect the public from this serious, contagioud patentially fatal disease could translate into a
lack of sufficient awareness of this disease (ahdranfectious disease entities), and broadly
reinforces the need to educate the public as ttyfies of terrorism, as well as specific agents
potentially utilized in each (primarily biologicaihemical or radiological), as part of local
government and community emergency preparednessipta

The CIAG study also demonstrates that a majoritirokrican citizens (84%) are willing to
follow instructions to stay at home following atgibomb explosion; 97% of those (81% of total
population) would stay at home for 48 hours or Emdppendices 21 and 39. [7] The
willingness of more citizens to stay at home insesawith assurances that their children or other
family members were safe and being cared for (smhdit 4%) and that food, water and other
essentials would be provided (additional 1%). Aghess 22 and 39. [7] Of those whose initial
response was to leave immediately (about 15%), mvere willing to stay at home for the full

48 hours or longer if certain needs were provideduding knowledge that their family was safe
(28%), information about the crisis (22%), fulfiémt of medical needs (11%), access to TV or
radio (6%) and a means to communicate with ot .(Appendix 23. [7]

In the scenario of a dirty bomb explosion whilevark or in some other building (other than
home), a majority (75%) will follow instructions &tay in the building; and 92% of those (69%
of total population) will stay for 48 hours or logrg Appendices 24 and 40. [7] Citizens whose
initial response was to leave immediately for vasioeasons (to find and care for children or
other family members, or to get food and water)veiting to stay if assured that the building
has arranged for food and safety (additional 1@P&, their children and family members were
safe and cared for (additional 9%), and that foeater and other essentials would be provided
(additional 2%). Appendices 24, 25 and 40. [7] ¢&enf provided all of those assurances, 90%
of the American public is willing to shelter-in-glaat work or in another building away from
home for 48 hours or longer (until they receive‘déclear” to leave). Appendix 40. [7]

The findings of the Readiness study are simildre @irty bomb scenario in that study was based
upon the existence of emergency preparedness jolamstruct all citizens in proximity to a

plume of radioactive material from a dirty bomlta&e shelter in an undamaged building
(specifically not the home), to close all windowslaloors, to shut down the ventilation system
and to remain in the building until word from offits that it is safe to leave. [51] A majority of
Americans (59%) will take shelter in a buildinghi{et than home) and stay as long as instructed
by officials following a dirty bomb attack. Appemdl4. [51] Citizens whose initial response
was to leave immediately for various reasons to.¢ake care of children or family members, to
get food and water, etc.) are willing to stay agglas instructed if one or more of the following
needs are met: if they had a means to communia#tep@ople they cared about (14%), if they
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were not able to communicate with but were asstivadpeople they cared about were taken
care of (12%), or if they were assured that thédimg in which they were sheltering had
arranged to provide food and keep people safe (Bgpendices 15, 16 and 41. [51] Overall, if
any one of the above conditions are satisfied dalitianal 15% of citizens is willing to stay in
the building for as long as instructed. Appenditésand 41. [51]

Another significant factor influencing the publiaisllingness to shelter-in-place in a building
other than home is the extent of knowledge of thergency preparedness plans of the building
in question. [51] The Readiness study found thabgrity of the public know only a little or
nothing about the plans of the building in whickytwould be located (58%) or of the building
in which their children or families or other lovedes would be (62%) during a dirty bomb
attack. Appendix 17. [51] The CEG study considyeiaund that only a small percentage of
American citizens are aware of the specific emerggmeparedness plans of their city (19%) or
state (18%); a greater percentage are aware @idhs of the schools attended by their children
(27%) and of their workplaces (36%), but a majof§8%) of the public have not participated in
emergency preparedness drills at the school, thikphaxe, with a family member or in their
community. Appendix 3. [47]

The Readiness study further found that public nglfiess to cooperate with an instruction to
shelter in a building for some time period follogia dirty bomb attack could be substantially
increased by developing and making the public awashelter-in-place plans, by increasing
public confidence in community preparedness pland,by eliciting greater public trust in
official instructions and actions. [51] Cooperatiwas low (35%) in those who lacked
confidence in community preparedness plans, diknotv details or much about what would be
done to take care of people in the buildings inchtthey were likely to shelter, and did not have
a lot of trust in official instructions and actio®gppendix 17. [51] Cooperation was increased
among those who lacked knowledge of building pkams trust in official instructions, but did
not lack confidence in community preparedness pla8%); among those who did not lack
confidence in community plans, but eitlk@ew a great deal or a lot about what would beedon
in the buildings in which they would sheltertad a lot of trust in official instructions (65%);
and among those who did not lack confidence in camty plans, knew a great deal or a lot
about what would be done in the buildings in whinéy would shelter ankdad a lot of trust in
official instructions (76%). Appendix 42. [51]

Another important finding of the Readiness studfperes the need and desire of the public to
increase their levels of awareness, knowledge raistlin emergency preparedness. A
significant percentage of Americans are interestddarning more about the emergency
preparedness plans of government agencies ordhiimunity organizations (77%), believe that
it is important for the public to be involved iretdevelopment of emergency preparedness plans
(84%), and are interested in personally assistirtheir development (65%). Appendices 18 and
43. [51] These findings are particularly relevamnt¢community shielding,” which involves more
than the public’s willingness to “shelter-in-pladet some designated time until the danger
abates. Rather, “community shielding” embraceg#tréicipation and integration of American
citizens and communities (including non-governmkeotganizations, businesses and the private
sector), as well as government (federal, statecataital) to the extent necessary, in providing
essential resources to the homes, workplaces er twtbations for the duration of the threat. [7]
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These study results further demonstrate the impoetaf emergency preparedness plans
explicitly incorporating these collaborative rokesd encouraging public awareness and
involvement in their development and implementation

3) Citizen Reaction Toward Terrorism, Responsibiliy to Prevent Terrorist Attacks,

and Trust and Confidence in Government Institutions- The CEG study shows that almost
half of American citizens (47%) feel “more safeathbefore the 9-11 attacks and another 34%
feel “as safe.” Appendix 1. [47, 49] Nonetheldbsgee-quarters (77%) feel that the U.S. is “very
or somewhat likely” to be the target of a majoraest attack at home of overseas and half
(50%) are “very or somewhat concerned” of a testattack near home or where they work.
Appendices 1 and 44. [47, 49] This percentagevii than findings of a Hart/Teeter survey
conducted within a year after 9-11 and could refilee public’s growing complacency since 9-
11 about the occurrence of another terrorist att@dk 49] Nonetheless, the findings suggest
that a significant portion of the public are stifincerned about a terrorist attack that will
personally affect them, their families and/or conmities. The CEG study also highlighted that
Americans are most concerned about biologicabtism (48%), followed by terrorism with
chemical weapons (37%). Appendices 2 and 44. [9]/,These percentages are lower, but
consistent with those of the CEG first respondsusiey (53% feel the country is “more safe”
than before 9-11, 37% feel we are “as safe,” 738&«cancerned about a terrorist attack near
home or work, 67% are most concerned about biaismg 42% are next most concerned about
chemical terrorism). Appendices 8, 9 and 44. [48, #he primary concern of both the public
and first responders with biological and chemidtdcks could be due to a fear of contamination
or “contagion” with biological or chemical agent®( smallpox, anthrax or ricin).

The CIAG study found that American citizens arer{ver somewhat confident” in the
availability of certain essential government anisdtgte utility services following a local
emergency, including but not limited to radio (95%)evision (77%), water and gas (74%),
telephone (70%), electricity (61%), cell phones®gand Internet access (58%). Appendix 31.
[7] However, findings in the CEG study suggest tha public is most concerned about attacks
on power plants (49%) and water facilities (44%pandix 2. [47] First responders in the CEG
study were even more concerned about attacks asathe targets (73% power plants and 66%
water facilities). Appendix 9. [48, 49] These fings reflect public acknowledgment that parts
of the critical infrastructure, including such estsa@ resources as power and water, may not be
available for some period following a terrorisiaa#t. [49] The data also establishes these
findings also have a significant bearing on theeibf public cooperation in following official
instructions to “shelter-in-place” following a terrst attack, as their willingness to do so will
likely depend upon the provision of some or althe#se necessities by government and other
private services. Additionally, the findings higjfit the importance that the potential for a lack
of availability of such resources following a tersb attack or other catastrophic event be taken
into account in community emergency preparednesmpig that includes a “community
shielding” strategy.

Both the CIAG and CEG studies found the preferades of information and those considered
most reliable by American citizens following a tetst attack are television and radio.
Appendices 4 and 30. [7, 47] The CIAG study fotimat local television news, local radio and
national news programs are the primary sourcemformation. Appendix 30. [7] National
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news programs and personal physicians are seée asast reliable sources of information;
local religious leaders and the city mayor arelélast reliable. [7] The CIAG study further
found that more than half of American citizens wbutilize a shopping center computer kiosk
staffed by an American Red Cross volunteer whodcaulgment information downloaded by
individuals in response to specific input inquirteobtain information as to what to do in the
event of an emergency or terrorist attack. Appe@i [7] Although obtaining information via
the shopping center computer kiosk was not rejeayedspondents, less than half would utilize
the service in the absence of personal assistdasmdaing available. Appendix 30. [7] These
findings are important in planning the developrmeamd implementation of “community
shielding,” in which public awareness, educatiod aammunication will play significant roles.

The CIAG study elicited the view of over half of &nicans (56%) that the federal government
(including the President) is responsible for proterthe security of the homeland and keeping
the country safe from terrorists; only 7% beliehattindividuals are responsible, only 3% feel
that local government is responsible, only 2% tkeat the state government is responsible and
less than 1 % feel that private industry is resgmasAppendix 32. [7] However, despite those
views, 30% of respondents volunteered that evergbaees in the responsibility for homeland
security. Appendix 32 and 45. [7] The experieotthe 9-11 attacks in New York and at the
Pentagon may have influenced residents in the NatiGapital Region to assign the bulk of
responsibility to the federal branch of governmeaxanetheless, in implementing a “community
shielding” strategy, it is important that the peldbecome more educated about and receptive to
the collaborative roles (i.e. federal governmetattesand local governments, community
organizations, private sector groups and busingasésindividual citizens) for sharing in the
responsibility for preventing and/or keeping thermy safe from terrorism.

By contrast to the CIAG survey results, the CEGIgtiound that most Americans feel they have
a role in promoting homeland security (60%) andvatkng to volunteer their own time to assist
in emergency planning in their community (62%). Apgix 7. [47, 49] This finding suggests
that a majority of the public accept their indivaduole and perhaps responsibility in promoting
homeland security, and they are ready, willing ablé to become more involved in emergency
preparedness efforts, including the planning dsponse to a terrorist attack in their
community. The CEG survey of first responders tbthat, although most (64%) believe that
the public is not aware of their agency’s emergamsyponse plan, they nonetheless feel there is
a greater role for citizens to play in promotingrteand security (86%) than citizens see for
themselves, and that the participation of citizertgeneficial in preparing and implementing
community emergency plans (48%). Appendix 10. {3,

Of further significance, most first responders (90&athe CEG study feel the communication
between their agency and the citizens of the coniipisboth effective and efficient. Appendix
10. [46, 47] This is consistent with the findingfishe CEG public survey that most citizens have
“a great deal or quite a lot” of confidence in tHercal emergency responders (73%) and the
police (57%) in fighting terrorism and protectingrheland security. Appendix 5. [45, 47] While
the sample of first responders was small and nasidered representative of a larger population
of first responders, many of the findings are cstesit with the public survey and support an
emergence of a greater role in American citizemsa@@mmunities in the implementation of
emergency preparedness and response plannindiftura terrorist attack. The interactions
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between citizens and first responders are of thwsit importance to a “community shielding”
response to terrorism as first responders areylikebe the first to interact with citizens of the
community who are in need of assistance. Theirc#tffeness and efficiency in the performance
of their duties will be in large part dependentmploe degree to which they have engendered the
trust and confidence of the American people. Theacess will also be determined by the extent
to which citizens agree to “shelter-in-place” for @ppropriate period of time as part of a
“‘community shielding” response, facilitated by fhr@vision of necessities through community
and governmental resources.

The CEG study found that most Americans (83%) ladfigh degree of confidence in the
military as a governmental institution (increasédpbints since immediately after 9-11 attacks
pursuant to earlier Hart/Teeter survey); they haveh less confidence in the federal (34%),
state (29%) and local (33%) governments. Appendicasd 46. [47, 49] These findings might
reflect a continuing increase in the American priblirust and confidence in the military such
that, in the event of a terrorist attack in th@nenunity, citizens will be more likely to rely on
the military in obtaining information about theaatk, and will cooperate more fully in following
the advice and instructions of military leader®ifacing with the leaders and citizens of the
community. This interfacing between the militandahe community may play an important
role in the implementation of “community shieldifhgpt only in a situation in which the
military is deployed as part of a governmental oese to a terrorist attack, but also in
communities where the military is prominent and wécessarily be involved in coordinating a
military response strategy with that of the surding community. [57]

The CEG study explored the public’s satisfactiothwihe government’s performance in
homeland security efforts, finding most Americans%) are “very or somewhat satisfied” with
efforts to prevent terrorist attacks; a majorityAohericans are also satisfied with the
government’s working with the private sector toyamt attacks (61%), communicating with the
public with advice on how to prepare for an atté&%%), involving the public with a role to help
prevent or prepare for an attack (63%) and in jptotg the public’s civil liberties (65%).
Appendix 6. [47, 49] Significantly, most Americafr¥¥ %) feel the federal government’s color-
coded threat alert system is “very or somewhatuliddfut an even greater percentage (84%)
does not change normal daily activities when theahlevel is increased. Appendix 7. [47, 49]
This demonstrates the resilience of American aiszi® withstand the threat of a terrorist attack
by controlling natural emotions of fear and anxjetiyd continuing to live their lives in a manner
characteristic of the values, freedoms and spirit democratic society. This is a hallmark of
“‘community shielding” and one that, through earlgmming and implementation, will allow
Americans to remain in their own homes and comnesrather than to evacuate unnecessarily
in order to escape the fear bestowed by terravists seek housing elsewhere in the belief that
their own communities would not be served. Asm@seguence, “community shielding” will
serve to undermine the terrorist objective of ihsg fear and panic and forcing Americans to
flee their homes, their workplaces, their busingseeir communities and their way of life.

4) “Community Shielding” as Least Restrictive Altenative Response to Terrorist
Attack — The Readiness study explored public reactiantofficial instruction to go to a public
vaccination site following a smallpox outbreak e tommunity. [51] The survey found a
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majority of Americans (57%) would not automaticditylow these instructions; 55% of those
(31% of total) would need more information and ae\in order to make a decision (i.e. would
want to speak to someone with knowledge about pmalbr who has special training, or to
someone they know well, or to someone who knowis thedical history, or to someone who
wants the best for them). or to one with specahtng to give information and advice).
Appendices 11, 12 and 47. [51] While the reas@mied for the reluctance to follow
instructions for mass vaccination (i.e. concernsatthing smallpox, getting sick from the
vaccine itself, or the investigational status @& taccine, etc.), of particular significance is the
finding that most Americans do not view vaccinatasthe only means of protection. [51]
Almost two-thirds (65%) will engage in voluntaryopective isolation; 84% of those will avoid
others to reduce the chance of catching smallpdxX28f6 will try to avoid others to reduce their
chances of giving smallpox to someone else. Appersdl3 and 47. [51] The study also
highlights that going to a public vaccination sgeontrary to one’s natural inclination toward
protective isolation and found that almost halPAofiericans (48%) would be less anxious if
officials were to provide other options for proteetaction, including preferences for being
vaccinated by their own physician or in their ovomnte. Appendices 13 and 47. [51] These
findings serve to bolster the importance of “conmmtyshielding” as a voluntary and “least
restrictive alternative” intervention effective limeaking the disease cycle, as will be necessary in
the management of a smallpox or other infectiogeahe outbreak. Although “community
shielding” is not intended to be the only meankagiil in managing this type of event, and it
may ultimately be necessary to impose additionasuees (i.e. forced quarantine or isolation
following a biological attack, or evacuation afseechemical or radiological attack), it
nonetheless offers a unique opportunity for Americiéizens to respond to terrorism or other
natural catastrophic event, through a less resteicheasure that embraces civil rights and
personal liberties.

[l. Options :

Option 1. Maintain the status quo, or “do nothing” to formliéy implement “community
shielding,” given the natural inclination and/or wiingness to “shelter-in-place” following a
terrorist attack or other emergencyA majority of Americans would voluntarily abide tiye
instructions and advice of governmental or pubgalth officials to “shelter-in-place” at home
(or nearby) or at work (or other building) for emtied periods following a terrorist attack with a
biological (smallpox) or radiological (dirty bomib)eapon. [7, 51] It is reasonable to expect
similar compliance with instructions to “shelterpface” following an attack with a chemical
agent given the American public’'s concern aboutpibtential for chemical terrorism. [47] This
form of “sheltering-in-place” must be contrastedhwicommunity shielding” which recognizes a
more integrated, facilitated form of “shelteringptace,” the success of which is dependent upon
community and governmental resources to augmepapaion by individual citizens until the
threat abates. [7] Nonetheless, in the absentteeamplementation of “community shielding,” a
majority of Americans would agree to “shelter-irag” as instructed following an emergency
and, in particular, following a smallpox outbreakdirty bomb explosion. Nearly 60% of
Americans would be willing to shelter for 2-4 weekdonger (until “all clear” to leave)
following a smallpox outbreak in their communityes 80% would shelter at home and 60%-
75% would shelter at work (or other building) f@& Hours or longer following a dirty bomb
explosion. [7, 51] Consistent with this willingset® “shelter-in-place” in such circumstances,
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nearly 60% of Americans would not automaticallydal official instructions to report to a
public vaccination site following a smallpox outhkeand almost 66% would engage in self-
isolation to avoid or reduce the chance of catclsm@llpox. [51]

While most American citizens are not even awara wiore integrated, facilitated plan for
“sheltering-in-place” that is contemplated by “conmmty shielding,” they have nonetheless
taken significant steps on their own in preparatmri'sheltering-in-place” following an
emergency. Almost a third of Americans are willtogshelter for over two weeks and a
majority would agree to do so for over a week fwilog an unspecified “emergency” without
any instructions to do so. [7] A majority haverstbfood and water and assembled a first aid
kit. [7, 47] Although fewer have assembled emecgepreparedness kits recommended by
government agencies or national organizations,adaxarrangements for a family meeting
place, efforts to educate the public through exgstiational, state and local community
emergency preparedness messages may serve tesaciezens’ level of preparedness over
time, thereby increasing the percentage of Ameseamo are willing and able to “shelter-in-
place.” [7]

Presumably, even without the implementation of “ommity shielding,” the extent of voluntary
“sheltering-in-place” (with or without instructions do so) that has been demonstrated by these
data would still be effective in preventing or méting injuries or damages following a smallpox
outbreak or dirty bomb explosion. At least witlgaed to the potential spread of infectious
disease agents (whether due to a natural outbraeakeational release of a biological agent),
“sheltering-in-place” for some period of time woukbult in the decreased transmissibility,
reduce the number of individuals infected, andfiectve in breaking the disease cycle, even if
only a portion of the population participatéghe estimated time period for “shielding” (or the
guarantine period) following the release of a “Qaty A” bioterrorist agent as classified by the
CDC (those of greatest concern) is from a minimdim days to 28 days at the very longest. [58,
59] In the case of a smallpox outbreak, the natncdination of a majority of Americans (66%)

is to self-isolate so as to avoid catching thealiseand, if requested to do so by governmental or
public health officials; more than half (about 60%guld be willing to do so for the time period
required for “shielding” (28 days or longer). [7]5

Following a dirty bomb explosion, a shorter timeipe for “shielding” would be required
(based on study survey questions). [7] A majqiatyout 70%) of Americans would be willing
to comply with instructions to “shelter-in-placedrfthe requisite time period (48 hours or
longer). [7] Presumably, this degree of “sheltgtioould be expected in response to a terrorist
attack with a chemical agent given that a majasftdmericans are concerned about acts of
terrorism with chemical weapons and would likelifde instructions to remain at home or at
work for some time period until the danger fromhamical agent abated. [47] Despite the
absence of a “community shielding” strategy in plas part of a community emergency
preparedness plan, this degree of “shelteringdfalhg a chemical terrorist attack for the
required period of “shielding” would be effective preventing or mitigating injuries or damages
associated with exposure to radioactive dust dsgekby a dirty bomb blast. [7]

The American public’s willingness to “shelter-inagk” in the absence of a plan for “community
shielding” would also serve to enhance the respeffeet following a terrorist attack by
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relieving stress on the transportation and emergs¥sponse systems, thereby assisting in the
delivery of an efficient community and governmemedponse to those citizens most in need.
The most valuable use of the roads and highwal®Aoig a terrorist attack will be the
transportation of necessary provisions and sentiegizens and communities affected in an
effort to enhance their resilience and abilityemain intact. [12] As seen in our experiences
with both natural (i.e. Hurricane Katrina) and utumal disasters (i.e. traffic leaving DC
following 9-11 attacks), a spontaneous evacudtimm an area of an attack that is unorganized,
unsupervised and not carried out as part of a phageration can lead to panic, chaos and
gridlock of the transportation system at a time thes most needed by first responders. [12]
Even mandatory evacuation from an area followingreorist attack or other catastrophic event
can lead to citizens becoming stranded in foreagalities or being turned away from areas that
are not willing or able to accept evacuees int@r t@mmunities. This occurred three days after
Hurricane Katrina struck when authorities of thiy of Gretna, Louisiana blocked roadways that
connected it to the city of New Orleans so thatceeas could not escape the flooded city
(allegedly shots were also fired over their headi€)] This “surge” or sudden congestion of the
transportation system following either a naturatm@n-made event would be relieved by the
voluntary actions of those citizens who are williog'shelter-in-place” for some period or time
as they would remain in their homes or workplae@s|, later evacuate the area, if warranted, in
an organized, supervised manner and under theabfficection of a mandatory evacuation. [12]

“Sheltering” by the 66% of Americans who would eggan “self-isolation” in the event of a
smallpox outbreak in their community, or by thenhe&0% of those willing to “shelter-in-
place” for some period of time if requested to ddog government or public health officials,
might also prove effective in “containing contadgidmom a naturally occurring infectious
disease outbreak, such as the “inevitable” panderflienza recently predicted by worldwide
health experts. [61] Indeed, reliance upon a nitgjof American citizens to “shelter-in-place”
under such circumstances may be the only viablemffta pandemic occurs before adequate
antiviral medications are available, and beforeitmglementation of “community shielding” as
part of emergency preparedness plans across tioa.n&towever, the significant rate of
“spontaneous” evacuation without receiving anyringions to do so (38%) and of evacuation
despite instructions to “shelter-in-place” (36%l/dwing an infectious disease outbreak (i.e.
smallpox) would need to be specifically addressetidanned for. [7]

The policy option of “status quo” would presentneal legal or political barriers, and would
require no funding. Without engaging in furthefioets to obtain the additional support and
endorsement of government and community leadarsgtement “community shielding” as part
of community emergency preparedness plans, theawstyg incurred would be for the continued
efforts of CIAG in increasing the public’s prepaoatfor responding to “critical incidents” and
in promoting “community shielding” as a responséutoire terrorism. Optimistically, even in
the absence of pursuing a costly, major nationahtive to promote “community shielding” and
to encourage its use as an integral part of statdacal preparedness plans, the concept will
nonetheless gain recognition and eventually beemphted and utilized by more citizens and
communities throughout the country.

The inherent flaw of a policy decision to “do nattyi and to rely upon a non-facilitated, non-
integrated form of “sheltering-in-place” to beegdtive in responding to a terrorist attack or
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other natural catastrophic event lies in the pregtion that state and local governments and
communities leaders are sufficiently aware of nfeheltering-in-place” (as compared to
“community shielding”) to provide appropriate ingttions to citizens to shelter at home or at
work for an adequate designated time period. €hemmended periods for “sheltering” (a/k/a
“shielding”) would depend upon the form of terronisnd type of terrorist agent utilized, or the
strain of disease entity in the case of a natualurring outbreak or pandemic. [58, 59] Local
government, public health agencies, community lesaded first responders would necessarily
have to be familiar with these time periods scoggrovide accurate advice to the public.

A further disadvantage of the option of maintainihg “status quo” is that, without a national
initiative to promote awareness of the benefita afider, more integrated and facilitated form of
“sheltering-in-place” contemplated by “communityedtling,” we are without any knowledge of
the extent to which Americans’ willingness to “dieelin-place” might be increased. Moreover,
without further research on the response of cigzardifferent communities (taking significant
demographic and socioeconomic factors into accdard)plan for “community shielding,” there
is no means to assess the degree of complianceffiithal instructions calling for such action
on an individual-by-individual, community-by-commitynor region-by-region basis. Hence, it
would be difficult to predict the true effectivesesf a mere “sheltering-in-place” strategy in
assessing our national emergency preparednesstéioe terrorism or other natural catastrophe.

Option 2. Link a “community shielding” awareness campaign the current national strategy
for preparedness for the “inevitable” pandemic infénza in order to foster awareness and
support, and attain its implementation prior to atlre terrorist attack or other natural
catastrophic event. At center stage in recent media newscasts, asaweliscussions by

political and public health officials, is the grawji concern about an “inevitable” pandemic
influenza caused by a new, severe strain of theifflis. [61] Reports have criticized the United
States’ lack of preparedness for such an evertt, doto the state of its incomplete and
fragmented planning, and in acquiring adequate Is2gppf the antiviral medications needed to
ward off a “severe” pandemic. [61] Some predicit th severe pandemic could result in a half
million deaths, two million hospitalizations and economic impact of between $71.3 to $166.5
billion due to death and lost productivity alon@l] It has also been estimated that in the
absence of any vaccine or antiviral drugs, a “medievel” pandemic in the U.S. could cause
89,000 to 207,000 deaths, 314,000 to 734,000 adzaitions, 18 to 42 million outpatient visits,
and 20 to 47 million sick. [62] The President’stidaal Strategy for Pandemic Influenza
(“National Strategy”) announced on November 1, 2fi@hises on preventing or slowing the
progression of a pandemic to the U.S.; curtailmgdomestic spread of a pandemic and
mitigating disease, suffering and death; and suisigithe infrastructure and mitigating impact to
the economy and the functioning of society. [63]e3e goals are strikingly similar to those
proclaimed in national and state governmentalegias for the protection of the homeland from
terrorism.

It is projected that a pandemic influenza will impa5% of the U.S. population, or 67 million
citizens and, with the current amount of the arsivinedication Tamiflu, there is the potential
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for 61.5 million infected Americans to go withoue¢atment. [61] Given the unlikelihood that
the recommended preparations for a pandemic irdluenll be completed or that necessary
medical supplies will be available if a pandemitkss sooner rather than later (experts are
unable to predict just when it will occur), someosgly advocate against reliance upon the
federal government’s “grand plan,” but rather malmeparations now at the local level of
government and businesses, and proceeding to inepkEmon-medical measures” that will limit
the spread of the virus. [64]

This policy option proposes to link further effoldg CIAG and other supporters in promoting
awareness of and support for “community shielditogthe recent national, state and local
government initiatives for pandemic influenza prepaess. We recognize that “community
shielding” as a planned response for future tesmoffi.e. biological, chemical or radiological)
would be equally effective if implemented in resperio an emergency involving an
unintentional, or naturally occurring infectiouselase outbreak. The goal in any scenario would
be to provide a facilitated, integrated form ofélbr-in-place” supported by the delivery of
community and government resources for a suffidieme period until the disease cycle is
broken. We also acknowledge that the attentiah@federal, state and local government
officials, emergency preparedness managers, contiesiand citizens is most recently focused
on the pandemic influenza that could be upon asatime. Indeed, there is a heightened
awareness of not only the potential for, but ok laf preparedness to adequately respond to a
pandemic. Perhaps there also exists some defyfear @and anxiety in American citizens
created by the sense of urgency being portrayegblsgrnment leaders, agencies, public health
officials, public policy and other interest groupsd the media.

While not intended to detract from the seriousrieasa major bioterrorist attack (or major
attack with other terrorism agents) might infligtamn us, the potential for a pandemic influenza
has the attention of most Americans and the foppgars to have shifted from the “likelihood”
of a terrorist attack to the “more probable” andofmimminent” occurrence of a pandemic
influenza. Therefore, a campaign for implementicgmmunity shielding” may be more
favorably and effectively received by all involvsthkeholders (at least in the short run) as part
of a preparedness strategy for response to a pand#iuenza.

This policy option would present no additional leigaplications than an initiative tying the
implementation of “community shielding” to prepdness for and response to future terrorism.
In the case of a pandemic influenza, “communitelsiing” would be utilized in similar fashion,
that is, as a voluntary “adjunct solution” to adutial measures of forced quarantine and
isolation that may be necessary containment intgiwes for a pandemic influenza. The
President’s National Strategy for containment selipon the use of measures to limit the
movement of people, goods and services into andfaant outbreak area, and sanctions social
distancing measures, limitations of gatheringgju@rantine authority as appropriate public
health interventions. [63] The data for this asaysuggest that, in the event of a smallpox
outbreak, the inclination of nearly 60% of Amerisamould be to question the credibility of
official instructions before deciding whether tpoet to a public site for vaccination; 66% would
prefer engaging in self-isolation at home, or afiteg treatment from a private physician. [51] If
this reaction of citizens holds true in response pandemic influenza, many Americans will not
agree to be vaccinated (if and when a vaccineadywred) or may not agree to take antiviral



32

medications even if available in adequate supplyderal, state and local governments therefore
need an adequate fallback position to that of inmgpforced vaccination, quarantine or

isolation. In such circumstances, “community shied” would provide an effective means of
minimizing the spread of the influenza virus dursngandemic and would serve to mitigate the
government’s use of additional containment measimagswill be difficult to enforce from a
constitutional standpoint.

Other favorable aspects of “community shieldingg agqually beneficial in the setting of a
pandemic influenza. Itis a voluntary, proactiveme and community-based concept that
utilizes existing governmental and community plaespurces and information technology,
maintains functions of society, and provides theféssecure, comfort zone” of a familiar and
stable environment that will serve to “contain @gibn.” [65] With this as a backdrop, the
implementation of “community shielding” in prepaaat for a pandemic influenza would
provide the opportunity for local levels of goveramh, communities and the American public to
“do something now” rather than to await the panaeamd hope the federal government’s plan is
adequate and the necessary supply of a “wondef daggbeen produced to treat those infected
by the virus. [64] The recommendations for prepanafor a pandemic influenza parallel those
for the implementation of “community shielding” iesponse to terrorism or other catastrophic
events: (1) identify local community leaders whtf-select and step forward to provide the
community with reliable and accurate informatiogarling a pandemic influenza and what
citizens can do to limit exposure to the virus; €8ucate the American public, community
leaders and the media on the true facts of a paiedefltuenza by enlisting public health
representatives to provide positive, actionable-madical measures that can and should be
taken, and by working with community leaders tdribsite the information in an effective
manner; (3) involve the media as an active parnédrencouraging reporters to report accurate
and reliable information rather than inaccuratengieading information; and (4) assist the
American public, in a time of calm and reason, reppare for and respond to a pandemic
influenza through the use of non-medical measyiB&3$. “Community shielding” would provide
the opportunity to utilize such other “non-medicedasures” (i.e. “sheltering-in-place” for
adequate periods of time in order to limit expogorand the spread of virus) in an effort to
break the disease cycle.

Administratively, the implementation of “communghielding” for a response to a pandemic
influenza would be the same as for its implemeoitadis a response to terrorism, and will
involve targeting key stakeholders in an efforincrease awareness and support for the concept
(see Option 3 for proposal for major national atitre tied to response to terrorism). However,
in promoting implementation of “community shieldirgs part of a pandemic influenza
preparedness initiative, the current political andial climate may be more favorable and could
have such an impact so as to require less timeiod in gaining recognition and support,
resulting in less costs and required funding. &ktent of funding will also depend upon
whether further research is conducted to gain éurgtucidation of citizen response to a specific
scenario involving a pandemic influenza. Nonetb®l¢he cost-effectiveness of implementing
“community shielding” for preparedness and respaasepandemic influenza is unlikely to be
debated given the predicted graveness that an gamkyemic influenza will inflict upon an
unprepared United States.



33

The major advantage of this policy option is thaiapitalizes upon the recent publicity
regarding our lack of preparedness for an “ineWtapandemic influenza and may more readily
focus attention and gain support for the implemi@mmeof “community shielding.” Optimally,

this could lead to achieving the greater goal gflamenting “community shielding” more
broadly (for a naturally occurring catastrophic myeven before its recognition and acceptance
as a specific response to terrorism. In shortJementing “community shielding” in preparation
for a pandemic influenza would pave the way foirtplementation as a strategy for emergency
preparedness and response to future terrorism.

Option 3. Lobby support and funding for launching a major n@mnal initiative to increase
awareness of “community shielding” as a favored pesse to terrorism, and to undertake
further research as to citizen and community resgento “community shielding” in different
regions of our country. CIAG should continue to pursue its current effart promoting the
awareness of “community shielding” as a favoredtstyy for emergency preparedness and
response to future terrorism, and to gain furtlwpsrt from federal, state and local government
and community leaders and other key stakeholderissfanplementation.

Administratively, this approach can be achievedulgh further discussion and elaboration of
the concept of “community shielding” with stakeheisl across the country who are interested in
developing a voluntary “alternative” measure forediective response to future terrorist attacks.
“Community shielding” would provide for an “adjunsdlution” to government-mandated
interventions provided for in outdated legislatamunder new public health law models that are
continuing to face strong constitutional challengdaurther education on the concept of
“community shielding” is warranted as to all stagélelers, most importantly the American
citizens, who have already exhibited a strong matlon to “self-insulation” during times of
emergency, without a community “community shieldisggategy in place. Continued research
is also necessary in an effort to obtain importaatiback from stakeholders that can be utilized
to further develop the concept for inclusion inet@nd local community emergency
preparedness and response plans.

As part of the national initiative envisioned untl@s policy option, measurement of awareness
of and support for “community shielding” could bedertaken by creating new emergency
preparedness messages that include a full exptenati‘community shielding.” These
messages could be recorded on CD-ROMs or DVDs mticbdited to all key stakeholders for
review and feedback. A web site could be estabtigb further promote the new messages and
to provide further access to information about “caumity shielding,” including informational
contacts for those who wish to become more involadtie initiative to include the strategy in
emergency preparedness and response planning. dhsit® could be useful in identifying and
enlisting key community stakeholders in the caasé, to establish alliances with those willing
to contribute to this effort, including but not iil@d to national organizations and public interest
groups, state and local organizations, communigyriasses, churches and other faith-based
groups, and neighborhood associations. “Commuhitgiding” recognizes the strength of
developing partnerships with these key communayedtolders who will play a significant role
in its implementation.
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New emergency preparedness messages containinglanaion of “community shielding”
should be specifically tailored to reflect diffeces in communities and populations, such as
those demonstrated to be statistically signifiearthe CIAG study. [7] All versions of the
message should incorporate the recommendatiomsdog effective “communications” as set
forth in the 2009 ublic Preparedneseport: (1) they should be compelling (show appaipr
level of concern and seriousness), but realisticparaging and hopeful; (2) they should be easy
to understand and specifically addressed to thévatains of specific audiences; (3) they should
provide a rationale for the role citizens are exgec¢o play in “community shielding,” including
what actions they are being asked to take, thefitgioé taking such actions and the
consequences of inaction; and (4) they should aofdaguage that promotes “self-
empowerment” and “self-efficacy” to provide the iwation in individuals to take responsibility
for their own health and safety. [33] The latetammendation is patterned after the “health
belief model” for behavioral change, which religgno perceived susceptibility or vulnerability,
as well as self-efficacy (one’s confidence in thdity to take action), in the adoption of
preventative health behaviors. [66] Such a powentedel for behavior change should be
emphasized wherever possible in efforts to edubat@ublic on “community shielding.”

National agencies and other organizations withexuremergency preparedness messages should
be approached to develop further support for “comitgishielding” and these agencies and
organizations could be enlisted to elaborate uporent messages to the American public to
provide a detailed explanation of “community stiied),” to include:

(1) the definition of “community shielding” asmader, more integrated form of a
“sheltering-in-place” that is facilitated througtdetribution infrastructure for the
delivery of necessities by community and governmlengsources;

(2) the benefits of “community shielding” as@untary self-isolation within the home
and community that provides for a enfamiliar and stable environment during a
time of crisis following a terroriattack or other emergency;

(3) an explanation as to respective roles angoresbilities of citizens, the community,
and local, state and federal governmentBenmplementation of “community
shielding”;

(4) assurances that a crucial part of the “communiigidimg” strategy is to facilitate
the willingness, ability and success of Ameerican public to “shelter-in-place” for
the duration of time requested by distroubecessary resources and information
(i.e. food, water, medications, and mediczdtment to those in need, dissemination
of reliable information as to the crises éime anticipated duration and as to the
safety and wellbeing of family members fratnom they are separated, and
facilitation of adequate means of commutmcaboth within and outside the
affected community during the shieldingipe); and
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(5) a description of the mechanism for the provisionesburces by government and
private services of non-governmental groups, comtyanganizations and
businesses during the period of shielding.

Concomitant with the distribution of new emergepegparedness messages to the public, a
further message could be delivered to key stakehnslicviting them to engage in a collaborative
effort to promote the awareness of “community shigj” as part of a national initiative. This
could serve to spark further interest in the coheepd may help generate additional necessary
funding for continued efforts toward education &mdher research (i.e. surveys, studies) that
may be indicated by the results of CIAG’s Natio@alital Region “community shielding”
survey. Not only should citizen surveys be conddah communities in other areas of the
country to assess response to the “community shiggldoncept, additional surveys should be
conducted of first responders, local emergency iganrsa community organizations, private
industry and business sector leaders. The susleysld explore views of the community’s role
as first “actor” following a terrorist attack in v “community shielding” is implemented, the
community’s current level of emergency prepareda@skcapacity to develop a “community
shielding” plan, and what specifically each of thasirveyed could contribute to assist in
fulfilling the community’s role (i.e. capacity arability to obtain and distribute food, water,
medications, health care, and other needed sugpigeformation).

Efforts should be made to utilize Citizen Corps @ackstablished training program, Community
Emergency Response Team (CERT), to promote fumkbenest in the American public in
participating to make our communities safe, andssist in educating the public on the concept
of “community shielding.” The data reviewed instlanalysis demonstrate that a majority of
Americans feel that they have a role to play impotng homeland security and they are willing
an able to volunteer time to participate in emecgepreparedness planning, including
participating in drills and exercises to bettergane the community for an emergency. CERT
messages are directed to citizens and commurtitieagh direct mailings from the United
States Postal Service in conjunction with Citizem@S and DHS. [39] Those targeted include
neighborhood groups, businesses, community lead@ranunities of faith, parents, scouting
organizations, school teachers, administratorsstumients, clubs and civic organizations and
amateur radio emergency services; its trainingeg@ghed to cover, among other areas, terrorism,
disaster preparedness and disaster psychologyCi@d&borating with Citizen Corps and CERT
to promote “community shielding” would present admpportunity to encourage American
citizens and communities to “do something now” ¢éttér prepare their homes and communities
and to exercise control over individual and comrmyuresponse and recovery following a future
terrorist attack.

The American Red Cross should be approached atsoagsistance in the development and
staffing of shopping center computer kiosks dedigioeprovide the public with an interactive
process for obtaining additional information abtastorism (including forms and types of
agents, as well as the damages and effects omthegnity that are likely to result), and as to
emergency preparedness and response strategiesgimgc’community shielding.” The CIAG
survey reflects the support of a majority of the &ioan public in this means of seeking
information relevant to what to do before and i@ #vent of a terrorist attack.[7] The computer
kiosks, augmented by a Red Cross volunteer avaitabhnswer questions or to provide further
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information, could serve to further educate the Aoan public as to what actions to take for
emergency preparedness, what supplies and in wiaatities to have on hand for an
“emergency preparedness kit,” and the importandeashing their 9-digit zip codes to the
development of an effective notification system.

Simulations, models and/or matrixes illustrating implementation of “community shielding”
could be developed to assist in promoting awareoktse concept and how it is anticipated to
work in emergency preparedness and response folipan actual terrorist attack. [9, 65] These
“templates” for “community shielding” will contaidesignations of participants at all levels, as
well as questions, guidelines, protocols and odlada that can be utilized to further analyze the
many interrelated factors relevant to implementatb“community shielding” in the face of a
presumed or real terrorist attack. [9, 5]

In addition to promoting further support from goverental leaders, there should be an emphasis
on the continued development of partnerships witlnemergency preparedness and response
community to gain further support for “communityiedding.” [33] These partnerships should
draw upon the strengths of the media, businessagyrafit and non-governmental organizations,
which are integral parts of a “community shieldirggfategy and its implementation. [33]

Efforts should also be made to improve communigaslier preparedness and response
operations that include a “community shielding’pesse so that issues specific to the strategy
can be addressed and solutions incorporated iatmpig for its implementation. [33]

One example of a partnership that would enhan@®@funity shielding” strategy would be the
collaboration with the United States Postal Serfi¢8PS) as a potential resource for the
delivery of necessities following a terrorist akadVith such services as advanced “Carrier
Pickup” or time-specific “Pickup on Demand” currigrbeing offered, the USPS is providing
more “decentralized,” customer friendly servicestttould prove to be very effective as part of a
“community shielding” strategy. [67] PresumablyetUSPS could also provide daily “delivery
services” of packages to each and every Ameridazeni providing necessities such as food,
water, and medications, until it is safe for indivals to leave their homes and communities.
Indeed, the USPS has already vowed to provide ‘®ladrstep delivery” service by announcing

in February 2004 that a plan was being developdtatat could be called upon to deliver
antibiotics from the Strategic National Stockpileedtly to residential addresses in the event of a
catastrophic event involving a biological agen8][6This USPS plan was being developed in
conjunction with HHS and DHS (after the administnals announcement of Project Bioshield)
and in direct response to being approached becdiitse'extensive delivery reach and the trust
its carriers have in the nation’s neighborhood8, E®] This is clearly a system that could be
utilized to facilitate “community shielding” as paf community emergency preparedness plans.

There are no significant legal barriers to pursukg policy option. However, new legislation at
the federal and state levels of government mayepeficial or necessary to address certain legal
issues that might arise with the implementatioficommunity shielding” (i.e. liability, civil
immunity) [15] Considerable funding will be nesasy to launch a major national initiative to
promote “community shielding” and, given the cutrpalitical and social climate (resulting not
only by the recently publicized “inevitable” pandermfluenza, but also by continued criticism
of and questioned validity for the “war on terronig, it may be difficult to appropriately focus
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the attention of government leaders on new formenoérgency preparedness and response
planning for future terrorism as a national priarit

If this policy option is pursued rather than lingirmplementation of “community shielding” to
preparation for a pandemic influenza (Option #2¢ent media coverage of the announcement
by the 9-11 Commission that the current administnahas not done enough to implement the its
July 2004 recommendations might have had the edfieeturning political and social attention
back to terrorism as a national priority, or onattis at least as important as a pandemic
influenza. As the Panel’s Chairman Lee Hamiltotlyagtated on NBC, “We believe that

another attack will occur. It's not a questionfofWe are not as well prepared as we should be.
--- There is a lack of a sense of urgency. Thezesa many competing priorities. We've got
three wars going on: one in Afghanistan, one iq,lemd the war against terror. And it's awfully
hard to keep people focused on something like’thi®] Chairman Hamilton’s Vice-Chairman,
Thomas Kean, also remarked “You don’t see Congretize President talking about the public
safety as number one, as we think it should beadntof the things we need to do really to
prevent another 9/11 just simply aren’t being dopéhe President or Congress.” [71] On the
other hand, this colloquy certainly supports a vismsome of inattention, at least in the political
arena, to national security issues based on tlenpal for future terrorism.

IV.  Recommendation: Given the current political and social landscdpgtion 2 is
recommended as the most effective approach foeriagt awareness of and gaining further
support for “community shielding” by linking its jplementation to the current national strategy
for emergency preparedness for a pandemic inflyea#aer than for future terrorism (as set
forth in Option 3). Notwithstanding the analysisdaita from citizen homeland security surveys
demonstrating that a majority of Americans are ‘Stéry or somewhat concerned” of a major
terrorist attack at or near their homes or workggawith a biological or chemical agent, we
should acknowledge that such concern has likely lb#ershadowed by the recent publicity of
an “inevitable” pandemic influenza and by the camephcy that exists by the lack of recent acts
of terrorism in our country. Accordingly, it mag Inore productive, at least for the present and
near future, for CIAG to direct further efforts pnoting the implementation of “community
shielding” for preparedness for the “more likelfiteat of a pandemic influenza than for some
future terrorist attack.

Option 1 is not recommended as it is not in alignétt CIAG objectives to promote an
understanding of “critical incidents” and their iegh on our society, and how to minimize the
physical and psychological injuries and damagergmilt. On the other hand, by pursuing
Option 2, CIAG will not be compromising its missiand goals for implementing “community
shielding” as a strategy for emergency preparedaedsesponse to future terrorism. A policy
decision to pursue the implementation of “commnsitielding” as a response to a pandemic
influenza is, in effect, one that also embracesleyto pursue its implementation as a response
to future terrorism. Hence, there is nothing tddse by pursuing Option 2 for the
implementation of “community shielding” to provideunique and voluntary tool to be used in
response to the public health emergency of a padaeftuenza. If efforts in doing so are
successful, the “community shielding” strategy W#l part of community emergency
preparedness plans and will be in place for utilirain response to other natural disease
outbreaks, or other natural or unnatural eventduding terrorism. The fallback position is that,
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if efforts to implement “community shielding” asrpaf emergency preparedness for a pandemic
influenza are not successful, CIAG’s efforts antlative can be redirected to focus
implementation of the concept as a specific styabegesponse to future terrorism.

It is anticipated that some government leadersadinelr stakeholders will not see the
implementation of “community shielding” as an apgpiate and legitimate response to a
pandemic influenza (or even a disease outbreaktiregstor bioterrorism) given that,

historically, response to such a public health gmecies has been through the government’s
imposition of mandatory measures such as quaraatidesolation. These measures have been
regularly proposed in various settings to effesedse containment (i.e. local, state and federal
incident managers, as well as the President’s tgcamnounced National Strategy to contain the
spread of disease caused by the highly anticipsedstrain of flu virus). [16, 63] However, a
large-scale quarantine has not been enforced entéxstory, and has only been imposed to
contain small-scale disease outbreaks (or biolbgcaxes) and in federally sponsored
bioterrorism exercises (in which quarantine is ¢l called for as a line of first defense rather
than as measure of last resort). [16] These measunay not be (and in all likelihood are not)
the optimal response to contain a present day paicdefluenza or other disease outbreak
where less extreme public health interventionsaaeglable. [16]

Our experiences in recent years with catastropleats that have had a significant effect on our
lives and those of our families beckon out for argfe in the utilization of response mechanisms
that are more aligned with our present day sodretyhich citizens and communities play an
integral role in planning for emergencies, as aslfor the post-event recovery and survival of
citizens, their families and their communities. f@ounity shielding” provides a unique
opportunity to change how we think about, prepareahd respond to these events that have ever
increasingly become a part of our lives and ofway of life. By enabling American citizens to
remain steadfast in their homes and communitied@iednfront the dangers presented as a
result of terrorism or other natural or unnatuehbstrophic events, they become empowered and
resilient in meeting and defeating the terrorigeotive of destroying the fundamental principles
and liberties of our democratic society, or in leling a more integrated response to better
facilitate recovery from other “critical incidentst natural occurring catastrophes that continue
to arise with seemingly greater frequency and llaae impact the lives of all Americans.
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