Windows VPN and Epic Installation Instructions
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Read Me First

Requirements and other facts

1.

To connect to the network, you must have a working token generator, and know how to
generate a token code.

You will need to know whether you have administrative access on the computer you want to
install the software on. Typically, if you have a Health System computer you will not have
Administrative access.

Windows supports both 32 and 64 bit versions of Internet Explorer. Which version you have is
dependent on your operating system; 32 bit Operating systems will only support 32 bit Internet

Explorer, 64 bit systems will have both. Currently the software is only supported by the 32bit
version of Internet Explorer.

Token codes cannot be reused. If the code is older than 10 minutes you should generate
another token code before using it.

If you have trouble installing this software or questions call the Helpdesk @ (434) 924-5334

Click here to return to main menu.
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Windows 8 VPN installation instructions

When using Windows 8, Internet Explorer 11 can be opened either using the "Metro" (tile) interface or
from the Desktop shortcut.

Metro:

dotsoncs &

DOW
136724 ¥ -034% (4531
VA/2013 332 PM EST

The version of Internet Explorer 11 provided in the Metro interface does not allow ActiveX plug-ins
(http://msdn.microsoft.com/en-us/library/ie/hh968248(v=vs.85).aspx) which means that it cannot load
the F5 components necessary to create a VPN connection. If a user attempts to install and connect to
the VPN in this mode they will they will receive the message: Sorry. ActiveX control is required to view
this page

ActiveX error:

eno 8 Windows 8 - x86 - Parallels Desktop

Sorry. ActiveX control is required to view this page

oo e = 534 KB ok et
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http://msdn.microsoft.com/en-us/library/ie/hh968248(v=vs.85).aspx

In order for the user to connect to the VPN on Windows 8, they will first need to access the Desktop by
using the keyboard shortcut (Windows key + D)

& o

Windows 8 Desktop:

Click here to continue.
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Windows 7 VPN installation instructions

The first time you want to connect to the Health System network you will need to install addditional
components. Select from the options below.

Option 1

If you have administrative permissions on the computer, you should install the BIGIPEdge FAT Client
component; click here to continue.

Option 2

If you have a Health System Computer and do not have Administrative privileges, click here to continue.

If you have questions or need assistance installing this software call the Helpdesk @ (434) 924-5334

Note: If you have a personal computer that you do not have administrative privileges on you will not
be able to install this software.6
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BIGIPEdge FAT Client installation instructions

Use the following link to download the BIGIPEdge client:
https://download.hscs.virginia.edu/BIGIPEdgeClient.exe. Accept all the default settings to install. Once
you have done this you will find the the BIG-IP Edge Client icon listed under Start -> All Programs and
towards the top of the left hand column

W | BIG-IP Edge Client

Double click the icon to open the BIG-IP Edge FAT client, and click Connect.

@) BIG-IP Edge Client™

nbound Traffic
0 b)s

Waiting to connect to server...

Server: Uplink

Outbound Traffic
0bfs

Connection

9‘ Auto-Connect - Connect Disconnect
=/

A connection will be established automatically and reconnect as needed when away from
the office. Use the 'Connect’ button to remain connected at all times.

Change 5erver Show Graph ] [ Yiew Details
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https://download.hscs.virginia.edu/BIGIPEdgeClient.exe

Generate a token code and connect to the Health System network by entering

» Username — Standard UVa logon ID

> Password — The token code generated by the Token Code Generator (either hardware or
software)

» Domain Password — Your email password

r O] al
@ uplink - Windows Internet Explorer - W dad - [ [
y . P
@U @ [&] hitps//uplinkhealthsystemvirginia.edu/myloc v & | & [ 4] % | [*q Google o |
i Fevorites | @8 uplink P v B - O d® v Page~ Safety Tooks+ @+

UNIVERSITY
== 7N\ TRGINL

; RGINIA

Remote Access Logon
for University of
Virginia Health System

Username:
Password:

Cutlook/Domain
Password:

Dene /" Trusted sites | Protected Mode: Off 5 v ®00% v

Your network drives should automatically map. If you get the Window below simply click”Cancel.” If may

pop up several times, click “Cancel” to close.

An error occured while mounting remote device

An error occured while mounting remote share \\hscs-share1.hscs.virginia.edu\central
to O
The local device name is already in use.

Chooseol‘herdriveletter] ’Disconnectexistjng ] ’ Cancel ]

A

For instructions on connecting to your desktop click here.

For instructions on connecting to Epic click here.

To go back to the top of the document click here.
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BIGIPEdge Thin Client installation instructions

If you have decided to continue with the installation open a web page with the following link:
https://uplink.healthsystem.virginia.edu; click on, “Install the new browser component and continue”...

@ uplink - Windows Internet Explorer - . LA ’ P

G ()= [&] nttpsy/upiink heathsystemvirginia.edu/mylo; = G | B3 | 49 | X |[ 29 Gocgle o -
i Favorites | (@ uplink % v B) -0 & v Pagew Safety~ Tooks+ @~ 7

[NIVERSITY 2
T

A new browser component is required.

Please click on the Information Bar abowe if it is displayed, and choose Install ActiveX control.
If your browser security settings prevent the installation, please select an option below.

Install the new browser component and continue

@ Continue, but do not install the new browser
component

@ Click here to instal the following ActiveXX contral: “InstallerCarttrol cab' from 'F5 Networks”

(# Downloading picture https://uplink.he /' Trusted sites | Protected Mode: Off av B10% v

Click on, “Download and run installation instructions”...

|erControl setup.exe - Windows Internet Explo... B2 o= [

{€ hrp: i irgini ontrol I
@U' [] https./uplink hesithsystemirginia.edu/install = ) | 53 | 49 | | [# Google 5 -
<y Favorites | @ httpsy//uplink.healthsystem virginia.edu/insta.. B v v @ v Pagev Stfetyr Toolsv @r

Component installation.

Download and run installation package

Select "Run” when prompted for action.

Done / Trusted sites | Protected Mode: Off v ®0% v
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https://uplink.healthsystem.virginia.edu/

...click “Run”

0% of InstallerContral_setup.exe from uplink.healthsyste... | = P

File Download - Security Warning P

Do you want to run or save this file?

@ Name: InstallerControl_setup.exe
Type: Application, 879KEB
From: wuplink.healthsystem.virginia.edu

[ Run ] [ Save ] [ Cancel

I--ﬁl While files from the Intemet can be useful, this file type can
L

Y potentially ham your computer. i you do not trust the source, do not ”
= run or save this software. What s the rsk?

The speed of the connection and the speed of the computer will determine how long it takes to install.
It shouldn’t take very long. The only indication it has completed is a cancel installation dialog box that

will open, and then close when complete (if you blink you will miss it). When installed click the,
“Continue” link

r e M
@ https://uplink healthsystervirginia.edu/installControl php37package=InstallerControl sefup.exe - Windows Internet Explo... B =) I

- -_— e
@u - \g, https://uplink.healthsystem.virginia.edu/installl v G4 ‘ 2] ‘ "1| X

4 Google £ |

¢ Favorites (& https://uplink healthsystem.virginia.edu/insta... & = (| E;q v Page~ Safety v Tools~ '@' .

"

‘Component installation.
Download and run installation package

Select "Run” when prompted for action.

After installation is done, please click continue

Done // Trusted sites | Protected Made: OFf f3 v 0% v
—
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- - - L . )

*q Google £ ~|

& uplink - Windows Internet Explorer

-
@U b |g, https://uplink.healthsystem.virginia.edu/my.loc + g | 2] |‘r| A

¢ Favorites 7} Connecting... IR B -= m = Page~ Safety~ Tools~= '@W' >

TUNIVERSITY
> )

Checking running processes...

m

Done /' Trusted sites | Protected Mode: Off fa v ®10% -
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Generate a token code

Sign onto Uplink.
» Username — standard UVa logon ID

» Password —is the token code generated by the Token Code Generator (either hardware or
software)

» Outlook/Domain Password —This is your Health System email password

Enter these values into the fields and click “Logon”.

r = - N
& uplink - Windows Internet Explorer . - i - l—;@g
- - -
@u [ &) htps.//uplinchesithsystemvirginia.cdu/my.loc = & | 5 | 4r | X |[4 Google P |
7 Favorites | @ uplink ‘ R v [0 @ v Pagev Safetyv Toolsv @+

UNIVERSITY
/IRGINIA

AU {13 1 SysTEM

Remote Access Logon
for University of
Virginia Health System

Username:
Password:

Outlook/Domain
Password:

Done +/ Trusted sites | Protected Mode: Off fa v ®w0x% -
r ™
/& Paul Shannon's Home - Windows Internet Explorer - |t

'-.l Google Pl |

@u - |g, https://... = ﬂ| b | "‘r| A

{;fFavorites & - x [ géa v Page~ GSafety> Tools~ @v

[] connect to VPN terminate 3

Status: Loading... 99%

m

'l 1 |

f Trusted sites | Protected Mode: Off v’;:. v ®100% ~
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If you get the dialog box below, check the box to the left, and click, “Install”

F — T —
Windows Security g

Would you like to install this device software?

=~ Mame: F5 Networks Metwork adapters
_&_' Publisher: F5 Metworks

iAlways trust software from "F5 Networks".! Install ] [ Don't Install ]

@ You should only install driver software from publishers you trust, How can
decide which device software is safe to install?

This portion can take several minutes or more to complete. When it is done this window will go away.

[ /€ Paul Shannon's Home - Windows Internet Explorer . = =
@\—-9 ® |g, https://... = £| b | "¢| X | |*] Google i P '|
M- v [ o= v Page~ Safetyv Tools~ (@~

[s Summary :* % Setup

[-] Connect to VPN

{2 Favorites

terminate E

Status: Loading... 99% i

m
E 3

4 M | 3 I
s/ Trusted sites | Protected Mode: Off 3 v HIN0% ~ ; |

An emor occured while mourting remote share
“whzcs-share 1 hecs virginia educentral to O:
The local device name is already in use.

Choose other drive Ie:ﬂerl Disconnect existing |
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Select “Work network” by left clicking on it.

Select a location for the "hseswirginia.edu 27 network

This computer is connected to a network, Windows will autematically apply the correct
network settings based on the network's location.

Home network
- If all the computers on this network are at your home, and you recognize them,

this is a trusted home network. Don't choose this for public places such as
coffee shops or airports.

Work network

I all the comg on this network are at your workplace, and you recognize
them, this is a trusted work network. Don't choose this for public places such as
coffee shops or airports.

Public network

If you don't recognize all the computers en the network (for example, you're in
a coffee shop or airport, or you have mobile breadband), this is a public
network and is not trusted,

[ Treat all future networks that I connect to as public, and don't ask me again.
Help me choose

L ]

...click “Close”

The network location is now Work

MNetwork narme: hscs.virginia.edu 2
Location type: Work

On Work networks, you can see other computers and
devices on the network, and your computer is

I discoverable.
H
View or change settings in Metwork and Sharing Center
i View computers and devices on the network
i
i
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The F5 Firepass Client still needs to be installed...by clicking “Yes”.

Uplink Component Installer.

You are about to install the F5 Firepass Client,
Do you want to proceed?

QWindows]Bstéjllef

Preparing to install...

Click “OK”

Uplink Component Instag

F5 Firepass Client installation complete,

0K
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If you look in the lower right hand corner you will notice there is an F5 icon in the notification area. This
shows when the VPN tunnel is created.

To access Epic you will need to get assistance from a PC Tech or connect to your desktop using the
Windows Remote Desktop Connection client (only applicable if you have a dedicated Health System
computer). For instructions, click here.
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Accessing Epic Remotely using hscsxweb

In order to connect to your Healthsystem Desktop you will need to have an active VPN connection. If
you have not installed the software for this: click here for Windows 8 and here for Windows 7.

To continue connecting with Epic, establish a VPN connection.

The enter: http://hscsxweb into your Internet Explorer browser and press “Enter”

EE http://hscsoweb/ B2 EE University of Virginia Healt... >

File Edit View Favorites Tools Help

Ul r}-’ERSITY

Events | A-Z Index | UVA C

Make an Appointment | Patients & Visitors | Health Professionals | Careers

Lecticatrom beyond measure.,

- Patient & Visitor (]
- Info & Services
- . e

Enter your Computing ID in the form: hscdom\ComputingID

The password will be your Health System password (same as your email password)

Windows Security

Connecting to hscsxweb.hscs.virginia.edu.

~ l User name ’

—
l‘ 1 Password l
Domain: NEWUSER-PC

["] Remember my credentials
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http://hscsxweb/

If this is the first time you have done this after the page below loads click on the link, “Click here to
install client”. Accept any defaults if prompted. When completed click on the Epic Hyperspace icon.

Applications Content

Epic

Citrix Administration Citrix Departmental Citrix Test Epic Non-Prod Epic Hyperspace
Environments

Hint: Unable to find the resource you need? Use Search to locate it for you.

First Time User? Click here to install client.

Select the “l agree with the Citrix license agreement” check box, and then click “Install.”

Citrix XenApp

Click Install to access your
applications.

e ‘ - INSTALL

I agree with the Citrix license agreement.

) Security Details | Try later
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Click Run

Citrix XenApp

Look for an information bar

v Once the software is installed, the Internet
Explorer information bar may appear at the top.
‘ ‘ Click on the bar and select Run ActiveX Control.
=N

) Security Details | Trylater

Your Windows desktops and apps on demand - from any PC, Mac, smartphone or tablet.

Do you want to run or save CitrixReceiverEnterprise.exe (25.8 MB) from hscsxweb?

@' This type of file could harm your computer. ’ Run l ’ Save "’ ‘ Cancel
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Restart your computer. Reconnect the VPN connection to the network (BIGIPEdge client or Uplink), and
then enter http://hscsxweb into the browser again

Applications Caontent
Main Select view: =
5 [ 2 (o el
Citrix Citrix Departmental Citrix Test Epic Non-Prod Epic Hyperspace
Administration

Environments

Hint: You can view your resources in several different ways. Use the Select view control to change the way that your resources are displayed

First Time User? Click here to install client.

If you get the following window...select “I will enter the URL later,”

Citrix Receiver | 22 |

To see new applications in your Start Menu, you will need to
enter the URL for a server computer.

< I will enter the URL now.

< Iwill enter the URL later.

Skip this dialog and enter the URL into Citrix Receiver preferences (plug-in
status) later.

If you get the following Window check the “Do not show me the warning for this program again” box,
and click “Allow.”

#

Internet Explorer Security | 23 |

@ A website wants to open web content using this
/ program on your computer

This program will oppen outside of Protected mode. Internet Explorer's
Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

Izl Mame: Citrix Systems, Inc
Publisher:  Citrix Systems, Inc.

7] Do nat show me the warning for this program again

Allow ] [ Don't allow
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http://hscsxweb/

If you get this at the bottom of your browser window, Click “Open.”

Do you want to open or save launchiica (1,46 KB) from hscsxweb? Open Save | Cancel

The Hyperspace logon page will open. Logon on with your credentials to access Epic.

User ID:

Password:

Click here to return to main menu.

If you have questions or need assistance installing this software call the Helpdesk @ (434) 924-5334
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Creating a Remote Desktop Connection

In order to connect to your Healthsystem Desktop you will need to have an active VPN connection. If
you have not installed the software for this: click here for Windows 8 and here for Windows 7.

You must first run, Load RDP on your work PC to add your Logon ID the Remote Desktop Users group
before you will be able to access it remotely

The PC you are Remoting to must be on in order to connect to it. If it isn’t you can call the Helpdesk;
they can typically start it remotely (this may require you to know the Computer ID).

Once the above has been completed connect to the Health System network and then and follow the
instructions below.

Start the Remote Desktop Connection Client by:

» Searching for it by going to the Start button (or Windows Orb) in the lower left corner of the
screen; then typing in Remote Desktop. The Remote Desktop icon will pop up at the top of the
screen. Double click on the icon.

» Go to the Start Button -> All Programs -> Select the Accessories folder, and then double click on
Remote Desktop connection icon

&, Remote Desktop Connection Euéj

| Remote Desktop
¢ Connection

Computer. =S -

Username:  Mone specified

You will be asked for credentials when you connect.

{> | Options Connect ][ Help
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Expand the screen by clicking on Options in the lower left corner. The Computer ID (serial number) goes
in the top window. The Computer ID is the alphanumeric character set located after your Logon ID on
the Computer icon...it will say something similar to “GH5D on 2ua47384ffg”, and will probably be in the
upper left corner of the screen. The bottom pane should have the domain and Logon ID of the person
attempting to connect to the remote computer (or server), in the format: hscdom\logon id. Once you
have entered this information you should save this to your desktop. | recommend using; “Save As” and
renaming it to something you can identify it as your Work, or Lab computer.

% Remote Desktop Connection l — éj

| Remote Desktop
) Connection

General |Di5p|ay| Local Resources I Programs I Experience IAdvanced

Logon settings
¥ L Erter the name of the remote computer.
] b
Computer: 2ual1603c1 v

Username:  hscdom'pesfal|

You will be asked for credentials when you connect.

[ Allow me to save credentials

Connection settings

Sawve the cument connection settings to an RDP file or open a
| saved connection.

' [

Save ] [ Save As... ] [ QOpen... ]

(= Options [ Comect |[ hep |
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Double on the icon you created on your desktop, and click “Connect.

r R
&% Remote DesktopCﬂnnecﬁon_ P —— ﬁ

G} Do you trust this remote connection?

This remote connection could ham your local or remote computer. Make sure that you trust the
remote computer before you connect.

.' | Type: Remote Desktop Connection
4 Remote computer: 2ual160dct

| [¥]iDont ask me again for connections to this computer;

(= Details [ Connect ] [ Cancel ]

- — = 3

If you are prompted regarding the connection for example as with the screen shot below. Accept it by
clicking “Yes.”

r I .

&~ Remote Desktop Connection 2

The identity of the remote computer cannot be verfied. Do
you want to connect anyway?

This problem can occur if the remote computer is running a version of
Windows that is earier than Windows Vista, or if the remote computer is naot
configured to support server authentication.

For assistance, contact your network administrator or the owner of the remote
computer.

[ Dont ask me again for connections to this computer

fes ] [ Mo

When prompted, log into the remote computer as you normally do.
Click here to return to main menu.

If you have questions or need assistance installing this software call the Helpdesk @ (434) 924-5334
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